
WEBINAR

Suprema Mobile Access
Speaker

Dwayne Neufville
UK & Ireland Technical Team Lead Manager at Suprema



© 2020 Suprema Inc. All rights reserved.

1. What is Suprema Mobile Access?

- General Information
- BLE vs NFC
- Supported Devices

2. Overall Process

- HW Installation
- How to configure with AirFob Portal (Cloud Portal)
- AirFob Patch (Moca Systems)
- Dynamic & Regular License

3. Why Mobile Access (Pre-Sales)

- Cost
- Security
- Covid19
- Access Control Management

4. Potential Customer Cases

- Partner Portal 
- Fitness Customer Cases
- Integration

Contents



Who we are
• Suprema is a leading global 
provider of biometrics and 
security. 
By combining world renowned 
biometric algorithms with 
superior engineering, Suprema 
has introduced several 
technology initiatives and 
innovations to the security 
industry over the last couple of 
decades.
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DISCLAIMER

This presentation is solely for the use of Suprema’s employees. No part of this material may be circulated, quoted, or reproduced for distribution outside the customer’s organization without prior written approval from Suprema Inc.
This material was prepared by Suprema Inc. solely for informative purpose and was not independently verified. No representations or warranties, express or implied, are made as to, and no reliance should be placed on, the accuracy, 
fairness or completeness of the information presented or contained in this presentation.  © 2020 Suprema Inc. All rights reserved.

Product

Suprema provides comprehensive security solutions for security.
Whatever you’re looking for, you’ll find a Suprema’s products to suit your needs. From robust outdoor Biometric Readers to discreet
products for sensitive environments, we offer it all.

The best in biometrics and security

Biometric
Reader

RFID
Reader

Intelligent 
Controller
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Distributed System 
(Edge-Readers)

Centralized System 
(Control Panel)
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Suprema’s Most Popular Products 

Hardware

• Brand New Generation 2 Devices
• Faster, Smarter and Redesigned
• Facial Biometrics + Fingerprint Biometrics

BioStation 2 FaceStation 2
BioEntry

Plus 2
BioLite  N2BEW 2 Suprema Mobile AccessFaceLite
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https://security.bioconnect.com/access-control/BioStation-2.html
https://security.bioconnect.com/access-control/FaceStation-2.html
https://security.bioconnect.com/access-control/BioEntry-P2.html
https://security.bioconnect.com/access-control/BioEntry-P2.html
https://security.bioconnect.com/access-control/BioLite-N2.html
https://security.bioconnect.com/access-control/BioStation-2.html


New Features of BioStar 2 2.7 / 2.7.14 v

Major New Updated Items

Released in April 2020

Suprema Mobile 
Access

Enhanced 

Security 

Settings –

Code Signing

Enhancement 

In Mobile 

Access Usage

New Device 

Support: 

Xpass D2 (Rev 2)

Airfob Patch

CoreStation

Supports the 

FS2 as Slave 

Device

‘Specific 

Devices 

“Only 

Devices / 

Access Group” 

Option’

Enhancement 

In Suprema 

Mobile 

Credential 

(Access) 

Usage
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1. WHAT IS THE SUPREMA MOBILE?
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WHAT IS THE SUPREMA MOBILE?

Suprema, has announced the release of it’s new mobile contactless solution, 
‘Suprema Mobile Access’, a complete platform for managing, issuing and tracking 
Access credentials using smartphones. In recent years, access control systems have 
evolved beyond physical access cards and access control solutions using a mobile phone
as a credential was introduced as an alternative to traditional card-based authentication. 
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BioStar2 Mobile Card vs Suprema Mobile Access
BioStar 2 Mobile Card is a feature of BioStar2 Mobile App. 

https://support.supremainc.com/en/support/solutions/articles/24000050338--biostar-2-what-is-the-difference-between-biostar2-mobile-card-and-suprema-mobile-credential

https://support.supremainc.com/en/support/solutions/articles/24000050105--biostar-2-difference-between-biostar-2-mobile-card-and-suprema-mobile-credential

- We have decided to discontinue the BioStar 2 Mobile Card at the End of September 2020.

- Please Understand the BioStar 2 Mobile App will still supported:

1. User Management.

2. Log Management

3. Door Management

BioStar 2 Mobile Card Suprema Mobile Access

The New Suprema Mobile 
Access is expected to 
outperform on every 
aspect,

https://support.supremainc.com/en/support/solutions/articles/24000050338--biostar-2-what-is-the-difference-between-biostar2-mobile-card-and-suprema-mobile-credential
https://support.supremainc.com/en/support/solutions/articles/24000050105--biostar-2-difference-between-biostar-2-mobile-card-and-suprema-mobile-credential
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GENERAL INFORMATION
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GENERAL INFORMATION
How Card ID of Suprema Mobile Access Generated Is?
General Cards
- EM Card, Mifare Card, DESFire Card
HID Prox Card, HID iClass Card

Airfob Pass

Generated Number by 
BioStar 2 administrator 
(synchronized to Airfob 
Portal)

Generated
Number by 
manufactures

Supported Card ID Type
- CSN (Private ID)

Upcoming features
- Wiegand 
- ASCII (TEXT Value)
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System Configuration (FAQ)

Q1) Suprema Mobile Access can be applied with Centralized 
Solution or only distributed solution? 

You can use it to Centralized System or, you can use it to 
Distributed System also.

Q2) If I install two readers to In and Out for a door, there will 
be an issue to open the door?

BLE strength is measured very differently. So, when you tag 
your reader from outside, it does not work to the inside reader.
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BLE vs. NFC
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BLE vs. NFC

On the device side, patented technology will be included to significantly improve the performance 
of BLE communication to make credential read as quick and consistent as a regular card across 
Android and iOS devices.
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BLE vs. NFC
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BLE vs. NFC
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iPhone & Android DEMO (BLE & NFC)
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THE EASIEST WAY TO START MOBILE ACCESS

iPhone (BLE) Android (BLE) Android (NFC)

BLE vs. NFC
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SUPPORTED DEVICES
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SUPPORTED DEVICES

The only device that supports the Suprema Mobile Credential is the XPass 2.

The support plan for other Generation 2 Devices will be done step by step and here we share the 

plan by device type and target date.

XPass 2

End in September 

2020

Suprema Mobile 
Access

Airfob Pass

Airfob Portal

2Q 2020

May 2020

May 2020



© 2020 Suprema Inc. All rights reserved.

1. What is Suprema Mobile Access?  l  2. Overall Process  l  3. Why Mobile Access (Pre-Sales)  l  4. Potential Customers Cases

SUPPORTED DEVICES
Support for Connecting Upcoming Devices – XPass D2 (Rev 2)

✓ Upgraded XPass D2 hardware to use Suprema Mobile Access(Credential).

✓ Supporting firmware of XPass D2 (Rev 2) : v1.4.0
✓ To connect XPass D2 (Rev 2) as RS-485 Slave, need to check Master device’s 

firmware compatibility.
• The compatible FW of RS485 master device now is XPass 2 v1.2.0 ONLY.

(April 2020)

* Notice
• Other compatible Master devices’ firmware will be released in 2Q 2020

https://support.supremainc.com/en/support/solutions/articles/24000054221--biostar-2-upgraded-hardware-introduction-xpass-d2-rev-2-

https://support.supremainc.com/en/support/solutions/articles/24000054221--biostar-2-upgraded-hardware-introduction-xpass-d2-rev-2-
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2. OVERALL PROCESS
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[SUPREMA MOBILE ACCESS] Register a Device via APP
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2. OVERALL PROCESS
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How to Use – in BioStar 2.7.12

⚫ Overall Procedure

https://support.supremainc.com/en/support/solutions/articles/24000050101--biostar-2-sample-steps-of-suprema-mobile-credential-for-running-biostar-2-with-

xpass-2-

https://support.supremainc.com/en/support/solutions/articles/24000050048--biostar-2-how-to-use-suprema-mobile-credential-

https://support.supremainc.com/en/support/solutions/articles/24000050101--biostar-2-sample-steps-of-suprema-mobile-credential-for-running-biostar-2-with-xpass-2-
https://support.supremainc.com/en/support/solutions/articles/24000050048--biostar-2-how-to-use-suprema-mobile-credential-
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How to Use – from BioStar 2.7.14
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HW INSTALLATION
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HW INSTALLATION
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HOW TO CONFIGURE WITH AF PORTAL
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AIRFOB PATCH
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AIRFOB PATCH
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Solves the biggest challenge of starting mobile access
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AIRFOB PATCH
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Airfob Patch 
THE EASIEST WAY TO START MOBILE ACCESS



© 2020 Suprema Inc. All rights reserved.

AIRFOB PATCH
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Airfob Patch 
FEATURES & SPECIFICATION
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AIRFOB PATCH
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Airfob Patch 
Moca Systems AirFob Product Line-Up
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AIRFOB PATCH
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AIRFOB PATCH
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DYNAMIC & REGULAR LICENSE
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DYNAMIC & REGULAR LICENSE
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REGULAR
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REGULAR
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DYNAMIC



© 2020 Suprema Inc. All rights reserved.

DYNAMIC & REGULAR LICENSE
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DYNAMIC or REGULAR
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Card Type & License

* 1 Credit = 1 Device x 1 Month

X 2 devices
(for In/Out)

X 36 months

= 72 Credits!

DYNAMIC & REGULAR LICENSE
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DYNAMIC
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DYNAMIC & REGULAR LICENSE
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▪ Custom Card Design Support

➢ Dynamic Card License is required currently.
➢ User can add the field of user information on the card.
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DYNAMIC
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DYNAMIC & REGULAR LICENSE
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DYNAMIC
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- Issue New Card

- Reissue

Pop Quiz

List The Communication Data For Dynamic Card ? (Dynamic & Regular Card)

- Issue new card

- Reissue

- Delete

- Pause

- Valid Date

A CB

- Valid Date

- Re-issue Card

- Issue New Card
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XPass 2

Pop Quiz
Which one of the Devices below supports BLE & Supreme Mobile Access? 

FaceStation 2

A C

BioStation 2 BioEntry W2 FaceStation 2 BioEntry Plus 2 XPass 2

B
BioStation 2

https://security.bioconnect.com/access-control/BioStation-2.html
https://security.bioconnect.com/access-control/BioEntry-W2.html
https://security.bioconnect.com/access-control/BioEntry-W2.html
https://security.bioconnect.com/access-control/FaceStation-2.html
https://security.bioconnect.com/access-control/BioEntry-P2.html
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Pop Quiz
Which one of the Devices below supports BLE & Supreme Mobile Access? 

BioStation 2 BioEntry W2 FaceStation 2 BioEntry Plus 2 XPass 2

XPass 2 FaceStation 2

A CB
BioStation 2

https://security.bioconnect.com/access-control/BioStation-2.html
https://security.bioconnect.com/access-control/BioEntry-W2.html
https://security.bioconnect.com/access-control/BioEntry-W2.html
https://security.bioconnect.com/access-control/FaceStation-2.html
https://security.bioconnect.com/access-control/BioEntry-P2.html
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3. WHY MOBILE ACCESS (Pre-Sales)



© 2020 Suprema Inc. All rights reserved.

COST
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COST
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SECURITY
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SECURITY
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EVOLUTION OF CREDENTIAL

125Khz

Proximity
13.56Mhz

Smart Card

Security & Convenience
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Mobile Credential

High Security
With low cost

Price

Security Level

125Khz

EM

125Khz

Prox
13.56Mhz

Mifare
Classic

13.56Mhz

Mifare
Plus

13.56Mhz

Mifare
Desfire

13.56Mhz

Mifare
DesfireEV1

13.56Mhz

iClass
SE

13.56Mhz

iClass
SEOS

Unsafe

Safe
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SECURITY

➢ Convenience & more security

1) Can use it by tagging your smart phone

2) Not need to meet employees to issue 
the mobile access card

3) AES 128 encryption & ISO 27001 
certified system/operation
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SECURITY
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SECURITY
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SECURITY
Security Measures 
MOCA’s Airfob system applies the most strong security measures to all of its communication sections and data 
storage parts.  

A. API communication between Airfob Portal and 3rd party Server 
B. Mobile access card ID encryption in data set  
C. Mobile access card data encryption in mobile devices 
D. Preventing mobile card data replay attack 
E. Preventing mobile card data forgery  
Airfob system achieves ISO27001 certification as a proof its security measures across its entire platform and 
system.  

A. API communication between Airfob Portal and 3rd party Server 

REST API communication side is protected by HTTPS only communication measures with a token method. The 
token has a time limit for one hour as default. Also, Airfob Portal uses AWS’s API gateway services for network 
throttling as a pre-emptive measure to avoid brutal network attacks.  
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COVID19
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COVID19
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The Market is now looking for an alternative solution.

Mobile Access is being EXPEDITED by Corona Virus 
because Of the below reasons:

“Access Control
Without human contact”

“Need to wear 
Facial mask all the time”

“Do not want to go back
To RF Cards own Risk”

T&A Time Theft
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ACCESS CONTROL MANAGEMENT
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ACCESS CONTROL MANAGEMENT
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Which AIRFOB License would you recommend for a Sport & Fitness GYM?

What AirFob Portal License would 
you select for a Sport Fitness 

Centre?
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4. POTENTIAL CUSTOMERS CASE
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PARTNER PORTAL

1. What is Suprema Mobile Access?  l  2. Overall Process  l  3. Why Mobile Access (Pre-Sales) l  4. Potential Customers Cases



© 2020 Suprema Inc. All rights reserved.

https://partner.mocainc.com 

1. What is Suprema Mobile Access?  l  2. Overall Process  l  3. Why Mobile Access (Pre-Sales) l  4. Potential Customers Cases

PARTNER PORTAL

https://partener.mocainc.com/
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PARTNER PORTAL
Buy More at Low, Sell More at High through Partner Portal

Partner Platform
- Credit Stock Management

-Self License Code Generation
-License Code Resell/Purchase

Manufacturer/Disti/SI/Reseller Manufacturer/Disti/SI/Reseller
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PARTNER PORTAL

Partners can manage their stocks and sell it their own way
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FITNESS CUSTOMERS CASES
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Case Studies

FITNESS CUSTOMERS CASES
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INTEGRATION
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SUPREMA Mobile access card

CASE 4

• Access Control SW  3rd party

• Card Issuance system 3rd party + AF Portal

• Application In-App

• Features : Own AC System＋Own Application 

+ 3rd party ACU

• Customer : A Motor group in Korea、Apartner

3rd party AC system

In-App SDK

XpassD2

AF Portal

API

Wiegand

API

TCP/IP

3rd party ACU

residential 
society management system

1. What is Suprema Mobile Access?  l  2. Overall Process  l  3. Why Mobile Access (Pre-Sales) l  4. Potential Customers Cases

INTEGRATION
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INTEGRATION

AIRFOB PORTAL

Mobile Card Core 
In-App Native SDK
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INTEGRATION

6. Output to ACU
(Wiegand or RS485 OSDP)

AirFob Portal 

5. Secure Comm via NFC/BLE

4. Mobile Card Input Into In-App SDK
3. Mobile Card

Initiation
(Transfer Mobile Card Data)

3rd Party Server

1. Mobile Card Generation API Request
(Email, Mobile Card ID)

2. API Response
( Transfer Mobile Card Data )

3rd Party App
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Platform

BioStar2, Web-based open integrated security platform.

Biometrics Platform with Easy Use, Installation and Integration



FAQs

BioStar 2
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GENERAL INFORMATION
Card Type & License (FAQ)
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GENERAL INFORMATION



FAQs



FAQs
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ANY QUESTIONS?

Q & A



Thank you!

PLEASE !
HOLD ON!

CAN YOU TAKE PART IN OUR 
SURVEY/POLL ON THE SCREEN. 


