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Suprema Integration with Paxton Net2

Suprema Generation 2 Devices

Created: 01/06/2020

Applies to: Suprema Software, Paxton

Reason for this document:

Suprema Integration with Paxton Net2 allows clients to add Suprema’s face recognition and fingerprint
devices to the Paxton Net2 Access Control System, expanding the range of credentials from RFID cards and
PINs to include biometrics. The Integration lets Net2 clients utilize Suprema devices' full functionality and

register and manage users easily.

Introduction & Features:

Suprema Integration with Paxton Net2 is a middleware that allows the Paxton Net2 Access Control System to communicate with the
Suprema biometric devices, which can register a variety of credentials to users from the Net2, and to manage connected devices. With
Suprema Integration with Paxton Net2, you can easily setup and build the Biometric Management System for the Net2 using Suprema
biometric devices.

NOTE ¢ For more details on the functionality of Paxton Net2 access control system, see the user manuals for Net2.

Suprema Integration with Paxton Net2:
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1. PREREQUISITES

1. Paxton Net2 Software Type: Net2 Lite or Net2 Pro

There are two versions of the software: Net2 Lite, which is ideal for most sites and is free of charge, and Net2 Pro,
which offers extra features for more flexible and advanced access control.

Please Contact Paxton to obtain the License for the Full Professional Software.

2. Paxton: Net2 software — Compatibility & Support: V6.01.8319.4827

Net2 software is compatible with the following Microsoft operating systems:

0S Version Supported Recommended version of Net2
Windows XP support up to specific version of Net2 Net2 v4.28
Windows 7 @ Net2 vé+
Windows 8 support up to specific version of Net2 5.04.6918
Windows 8.1 @ Net2 v6+
Windows 10 @ Net2 v6+
Windows Server 2003 support up to specific version of Net2 Net2 v4.28
Windows Server 2008 support up to specific version of Net2 Net2 v4.28

Windows Server 2008 R2

. support up to specific version of Net2 Net2 v5.04.6918
Pl
Window Server 2008
suppert up to specific version of Net2 Net2v4.27.7614
(Domain Controller)
Windows Server 2012 R2 @ Net2 v6+
Windows Server 2012 R2
no support n/a
Domain Controller
Windows Server 2016 @ Net2 v6+
Windows Server 2016
no support n/a
Domain Controller
Windows Server 2019 &) Net2 v+
Windows Server 2019
no support n/a

Domain Controller

* Requires Windows Server 2008 R2 and Service Pack 1

3. Paxton Net2: Compatibility - Hardware
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A PC of the following specification is For optimal performance we recommend
required to run Net2 software: the following PC specification:
Intel® Core™ i3 (or equivalent) Intel® Core™ i5 (or equivalent)

4GB RAM or greater 8GB RAM or greater
Minimum 20GB free disk space Minimum 40GB free disk space
Minimum Resolution of 1024 x 768 Minimum Resolution of 1024 x 768
Maximum Resolution of 1920 x 1080 Maximum Resolution of 1920 x 1080
USB2 and Ethernet USB2 and Ethernet

4. Suprema Integration with Paxton Net2: Compatibility & Software:

System Environment Suprema Integration with Paxton Net2 operates normally in the same system environment
as Paxton Net2.

Check the support conditions before installing the Suprema Integration with Paxton Net2.

System Environment: Compatible Systems and Devices:

Operating System | Suprema Biometric Device | USB Fingerprint Scanner

e  Microsoft ° FaceStation 2 ° BioMini
:Nindows 8 or e Facelite e BioMini Plus
ater

° BioStation 2 ) BioMini Plus 2

e BioStation A2
e BioStation L2
e Biolite N2

e BioEntry W2
e BioEntry P2

Features: Suprema Integration with Paxton Net2 provides the following features:

Enable Biometrics: Not only the RFID cards and PINs but also fingerprints and face as credentials.

Easy User Management: No need to register or manage users separately because user data on Net2 Access
Control system is synchronized in real time.

Easy Enrollment and Management: Allows to register the user's credentials directly from the device.

Enterprise-level Configuration: Allows to connect and manage up to 1,000 Biometric Devices.

License:

License Type: Online or Request Offline License.

License Expire: The license is system based not by device number. Once it is activated, then there will be no limits
at all. The integration software will have a 30-day trial period. Also, the software will clearly state it is under trial,
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then the system will give out a notification when the expiry date gets closer.

Request for Full License: Online or Offline - Contact your local Distributor for Full Standard License.
(A) LICENSE
User Mame Activation Key ACTIVATE

Offline Activatic REQUEST OFFLIME KEY ACTIVATE

2. INSTALLATION OF PANTON NKT'2

Step 1: Install Paxton Net2

W Setup.exe

File description: Met2 Access Control
Company: Paxton Access Limited
File version: £.3.9228.4969

Date created: 28-Jun-202012:26 AM
Size: 356 MB

> Compatible Versions:

Recommended: NET2 v6.01.8319.4827

> Tested With:

NET2 v6.03.9228 Net2 v6.04.9502
Installed with the same SDK Latest Build
version.

> Latest Paxton Net2 Build:

http://paxton.info/1438

Step 2: Complete the Paxton Setup Wizard.

Step 3: Select Net2 Pro & Check the License agreement. Then Press next


http://paxton.info/1438

=N

W Net2 Access Control Setup

v Net2 Access Control

Setup Progress

Processing:  50L Server 2012 Express 5P4

Cancel

3. CONFIGURING NETZ2
CONFIGURATION UTILITY

1. Select lcon

Met2 Configuration Wility

2. Configuring Net2 Configuration

% Server Configuration Logon — *
Server: SUPREMAINC-UKRM
User name: IS_l,lstem enginesr ;I
Password: I""’"‘

ak I Cancel |

Login to Paxton Net2 Configuration Utility
Step 1: Select the Wiegand Tab

SHECD
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& Met? Server Configuration Utility X

Generall Databaze TCP/IP Modes | Net2Air Bridges | HTML Heportsl EmalII SM3S I Featuresl Diagnostics | Frinter Dptlons'
Wiegand Configuration
|Numberof bts 26 :||

Rule 1

Rule 2

Rule 4

|
|
Rule 2 I
|
|

Rule 5

“f'ou can configure a custom YWiegand format, of up to 50 bits, by specifving up to 5 rules. The following would be an example of 26
bit, with a site code of 45 (0x20)

Rule 1 =:00101101

Rule 2 = EDDDDDDDDDDD D000

Rule 3 = 2000004400 D0 DDDDDDDDDDO

% -Don't care

O-Must be zemn

1-Must be one

A-Token number

D-Data to be uzed for calculating parity check for le,

E-Even parity of ‘D" bits

0-0dd parity of ‘0" bits

Rule 1 specifies that bits 2-9 should be 00101107, which is the site code check. It also specifies that bits 10-25 are the token
nurnber

Rule 2 specifies that bit 1 iz the Even parity of bitz 2-13

Rule 3 specifies that bit 26 is the odd parity of bits 14-25

Dresktop reader operating mode [EM 4100 only] IW'iegand LI

Ok | Cancel | Apply |

Step 2: Select Wiegand Configuration Radio
Step 3: Enter Number of Bits: 26
Step 4: Select the Desktop Reader Operating Mode Drop-Down Menu: Wiegand

Step 5: Activate the Paxton Net2 OEM Client

Activate the Paxton Net2 OEM Client In order to use Suprema Integration with Paxton Net2,
you must first activate the OEM Client on Paxton Net2.

Step 5A) Run Net2 Access Control

¥ Met? Legon *
=
f‘w\%

Log onto 5upremauk-pch

User name: System engineer ~

HEENEHRENR

Pazzword:

Reset Password Cancel

Step 5B) Click on Net2 operators & Double Click OEM Client
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W Met? Access Control

E Ewventz Mew operataor
;‘2. Uzers i:n-i' Meubyile, Diwayne
E Access levels [ %, OEM Cliert
& Timezones dlp System engineer

ot Doors
ﬁ Feports
j'EL. Met2 operators

Step 5C) Enter your Password of choice and Confirm the password field.

.u?u. Operator configuration wizard- Step 1 of 1 *

Configure operator rights and password.

Chooge your 'Operator permizzion’ from the 'Operator rights' drop down menw,
Toremove an operator's permizsions get their ights to 'Mone',

Click 'Finish' to save changes or "Cancel' to abart:

I arme: COEM Client

Operator rights Spstem engineer

Passnord
pelitpesencd ‘\v"

Cancel < Back Memt = Fimizh

Step 6: Click Finished to Activate the OEM Client.

4. INSTALLLATION OF SUPREMA
INTEGRATION WITH PAXTON NET2:

NOTE e This section describes how to install the Suprema Integration with Paxton Net2.

For more details on the installation of the Paxton Net2 System, see the manuals for the Net2.

Step 1: Select Icon

(ex. ‘Setup.for.suprema.integration.with.paxton.net2.x64.x.xxxx")

ﬁ%’ Setup.for.enrcllment.helper.exe
ﬁ! Setup.for.suprema.integration.with.paxton.net. x6d.exe

Step 2: Run through the installation setup.
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Step 2A) Select a language & Click OK.

Step 3: To continue the Installation, Select | accept the agreement & click Next.

 18) setup - Suprema Integration with Paxton Net2 version 0.9740

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Software End User License Agreement -

SUPREMA INC.
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS CAREFULLY
BEFORE INSTALLING OR USING THE SOFTWARE OR ANY ACCOMPANYING
DOCUMENTATION (COLLECTIVELY, THE “SOFTWARE").

1

9 I accept the agreement:

I do not accept the agreement

[ dext> | [ conce |

Step 4: Click Next after setting a path for Suprema Integration

with Paxton Net2 to be installed.
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'153) Setup - Suprema Integration with Paxton Net2 version 0.9740 o] @

Select Destination Location
Where should Suprema Integration with Paxton Net2 be installed?

} Setup will install Suprema Integration with Paxton Net2 into the following
folder.

To continue, click Next. If you would like to select a different folder, dick Browse.
IC: Werogram FilesWsuprema Integration with Paxton Net2 Browse... |

At least 96,6 MB of free disk space is required.

<gack | mext> | [ concel |

Step 4A: Click “Full Installation” in the Drop-Down Menu with “Server Only

Installation” & “Client Installation”

ﬁl Setup - Suprema Integration with Paxton Met2 version 1.00 — *

Select Components
Which compaonents should be installed?

Select the components you want to install; dear the components you do not want to install, Click Mext
when you are ready to continue.

Full installation

Server only installation
Client only installation

Step 5: Enter the password for OEM Client account and click Next.

10
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15! setup - Suprema Integration with Paxton Net2 version 0.9740

Admin User
Enter the password to log onto Net2,

Username ; OCM Client
Password : RERBERERER
Confirm password : sesnnssnnesl

The OEM Client account will be used for communication between this software and Paxd
Met. Please refer to the manual to activate the OEM Client account from Met 2.

s ) o]

Step 6: Enter the Suprema Device “Admin ID & PIN” and then Click Next.

The ID & PIN set in this step will be used when you log into Suprema Integration
with Paxton Net2 or to access the devices.

Setup - Su 3 ion with Paxton Met2 version 0.9740 (ol ™ x
p - Suprema Integrat

Suprema Device Admin
Please input Suprema device admin ID and PIN.

ID: deviceadmin

PIN:

This PIMN will be used to enter the menu of the devices that has LCD screens,
The PIN needs to be a 4 to 16 digit number,

[-:Ear.k]ﬂe_xt:v [Ca'u:d]

Step 7: Input the “Server IP” address from the PC/Server you are installing on.

11
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ﬁ?}’ Setup - Suprema Integration with Paxton Net2 version 1.00 —

Input Server IP and port
Flease input server IF and port.

Server IP: g—

Please Enter

Port number : 8099 Your Server P Address

Of The PCYou're Installing
The Softwars on.

Ivly IP Address is 192.168.0.100

Step 8: Select whether to install additional programs & Click Finish.

ﬁ Setup - Suprema Integration with Paxton Net2 version 1.00 = x

Ready to Install
Setup is now ready to begin instaling Suprema Integration with Paxton Net2 on your computer.

Click Install to continue with the installation, or dick Back if you want o review or change any settings.

Destination location:
C:Program Fles\Suprema Integration with Paocon Net2

Setup typs:
Ful installation

Selected components:
BioStar 2
Server

Additiondl tasks:
Additional shortauts:
Create a deskiop shortout

T e

*NOTE* Please check “Install Enrolment Helper” If you want to Add Biometric from

the Paxton Add New User Screen.

12
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Completing the Suprema Integration
with Paxton Net2 Setup Wizard

Setup has finished installing Suprema Integration with Paxton Net2 on your
computer, The application may be launched by selecting the installed
shortouts,

Click Finish to exit Setup.

Install M5 Visual Studio 2013 Redistributable
Install Paxton OEM Library v6.01,8526.6300
Install Biomini Driver v2.2,1

Install Enrollment Helper

Launch Suprema Integration with Paxton Net2

Step 9: Activate the Paxton Net2 OEM Client In order to use Suprema Integration
with Paxton Net2, you must first activate the OEM Client on Paxton Net2.

NOTE ¢ For more details on the Net2 Access Control system, see the manuals for the Net2.

-

. Operator configuration wizard- Step 1 of 1 @

Configure operator nghts and passwarnd.

Choose youwr Tpesator permizsion’ from fhe ‘0 perator rights' drop dawn menw,
Toremove an operator's permissions sef ther nghts bo 'None'

Click 'Finizh' to save changes or ‘Tancel' to abort:

Marma OEM Chent
Operatar rights Syslem anginesr
Pazzword v
Conifirn password [e——
Cancel Frish

o. SETTING UP

Setting Up Net2 Access Control

13
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RIOMETRICS & SECURITY

Step 1: Select Door Tab from the Net2 Access Control Menu List.
Ensure Reader 1 has correct settings

Reader Type: Wiegand Reader
Keypad Type: None
Token Data Format: Wiegand Custom or 26 Bit wiegand (Based on Net2 Configuration Utility)

Reader Operating Mode: Token Only

v
File “iew Go Toolz Option: Help

\'Z Back = ,+ Fomward - ", Refresh ay Fiint El Find user‘ i Open dUUr| h MNew door =

6 Timesheet -

¥ Net2 Access Contral

[ Events ACU serial number: 03426042
@B Users Feorame [A00:3428042 Apply
; ,:F!CESS levels BlaE {nane] - Eemeel
imezones
Door apen time: 7=
= @ Doors P seconds Open door
o ACL:3426042 Unlock the door duiing At no time:
Identify
f,'i' Reports Only unlock the door once a uzer haz been granted access
i NetZ operators [ Silert aperation
Unlock relay 2 during At no time
Reader 1 1 Reader 2 ] Alarm ] Evenlsl Fire alarm inputs ] Intruder Alarrn] Access lighls]
Feader details
Name |ACU:34ZBD42 (In]
Reader type ‘Wiegand reader e
Keypad type Mone -
Token data format ‘Wiegand custom ~ | Mew farmat
Operating mode
I Feader operating mode | Token only V| I
] Timed operating modes - Thiz allows for different reader operation during a selected limezone.
Diwring this timezone: All day, every day
Thiz reader will operate as: &
Reader action - This iz what will happen when a valid access is granted.
Net2 actions 2 Relay 1 apens far doar open time w
i ©Open door
#) Log off
Net2 details £
ACU:3426042
Net2 documen... ¥
Syztem engineer _J Supremainc-ukm

Ensure Reader 2 has correct settings

14



SURremo
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Reader Type: Wiegand Reader
Keypad Type: None
Token Data Format: Wiegand Custom or 26 Bit Wiegand (Based on Net2 Configuration Utility)

Reader Operating Mode: Token Only

v
File “iew Go Tools Options Help
= Back = Fonward = (", Refresh | . Fiint Ei Find user | E Open doar | - Mew door = e Timeshest =
¥ Net2 Access Control
[EH] Events ACU serial number: 03426042
A2 Users Door name |AEU:3425EI42 Appl
é .:ccess levels Bem gap nonel o Cancel
imezones
B B Doaors Eealceerling 3ETEe Dpen door
_‘ a ACU:3426042 Unlock the door during At na time
Identify
f,i Reports Only unlock the door once a user has been aranted access
e Net2 operators [ Silent operation
Urlock. relay 2 during {6 7 i
L Feader1 Reader2 l Alarm ] Events] Fire alam inputs I Intruder Alarm] Ancess rights]
Reader details
MName |ACU:342BD42 [Out)
Reader type: ‘wiegand reader >
Keypad type MHonhe -
Taken data format ‘wiegand custom ~ || Mew format
Uperabing mode
Rieader operating mode | [E3] Taken only hd
[ Timed operating modes - This allows for different reader operation during a selected timezone.
Diwring this timezone: Al day, every day
Thiz reader will operate as @
Reader action - This is what will happen when a valid access is granted
Net2 actions a Relay 1 opens for door open time ~
§ ©Open door
) Log off
Net2 details E
ACU:3426042
Net2 documen... ¥
P
\{ System enginesr J Supremainc-ukim

Step 6: Getting Started

6. ADD USER TO PAXTON

15
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BIOMETRICS

Under the User Tab:

Step 1: Select User Tab from the Net2 Access Control Menu List.

Home telephone Personnel number | |

2 Add user b4
Flease select the type of token which you wish to issue
Token type Diefault || Mewtype
First name | Dhwayne Get picture
Middle rarme |Dran Caphure Fichure
Surname | M eifyille
Department IT DEPARTMENT ~
IACCBSS el &l hours, all daors VI
Telephone | | | |
Ben | | Emai [ |
Valid from | 28-Jun 2020 x| Positon | |
Expires end 1™128-dun-2020 j Start date | |
Address 1 | | Car registration | |
Address 2 | | Mates
Tawn | |
County | |
Post code | |
| |
| |
| |

Horne Fax Pk Auto PIN
b ohile I Token number ae6g I
Card template Token type | == Inspecified k4 |

Add fingerprints

(®) 'when | click '4dd wser' reload the token type default values
(O when | click 'Add user' retain the previous record values

cose  [adiun ]

Step 2: Go to Users > New User > Input name Fields, Change Access Level to All

hours, all doors

Step 3: Place card on Paxton Desktop Reader the number will automatically

populate in the Token Number Field. Click Add User

The New User will appear under User Management
Step 4: Using “Enrollment Helper” from the Paxton Add New User Window.

Step 4A: Click “Add Fingerprint”

16
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- Viem Go Tools
= Back - =% Frmwan  Please select the type of token which you wish to issue I
Token tupe

Default ~ New type
W Net2 Access Contre A
= fi,’ Users 5
& 17 pEpaRy | Middle name L ] Capture Picture -2 P ro

2CHRIS G
Adam

AHN.JC Access level Al hours. all doors v 0
C. William ) .
Carp, Rich Walid from IZB'J un-2020 - Position
Carter Expires end I;‘M 28-Jun-2020 - Start date
DESFIRE..
e
Evertan, &1
Eveton, M RS L

Hore Fax [ | e 1230 Aut PIN
Net2 actio.. 2 | Mobie [ | Tokenmumber 8939
) Log off Card template Taken type < lUnspecified -

Add fingerprints
Net2 details & /'3'

*

Departrment SALES DEPARTMENT i

Documentation

P B Bim By By By B my Bmn Bmg my, Bmy, By B B, B
pis s aEe e A lin Se s Be e e e e e

LI

Net2 Access
Cantrol (®) 'when | click '4dd user' reload the token type default values
(O wihen | click ‘Add user' retain the previous record values

Net2 ¥ v
doco R Clase Add uzer

L) : >
| ‘ System engineer | |r~i Supremauk-pch 4

Step 4B: Login to Suprema Integration with Paxton Net2.

User ID: deviceadmin

PIN: **** (What you created from the Setup Wizard)

Click for Tech Support]

Name : |Boris Johnson Token 67365 B 'ngi‘

~

IT DEPAR™ [Remove| [Reset] | Clear| 2 P ro
You need to enroll two '
2CHRISG templates per one finger.

AHN,JC

BLUE CHIF

Cid sEAr >

Cwa & Login X

. Rich
CC:L Input your ID and PIN

Cheried UserlD | deviceadmin
DESFIRE.. e

i Template 1 o ey — =
Emdio

Everton AL
Everton, Al
Everton, M ,

[0}
® @ W[
[
§

noiojoioloiodoioiaioioioioioioR R
g
o
=

§

Documentation

| Setting | | togin | | Cancel | 80

Net2actio.. 2
#) Log off

NeD 2 | OFce

Net2 Access

== SUPremo s [

Net? doc g BIOMETRICS & SECURITY

[ System engneer i Supremauk-pcS

*Note* If you have your LAN & Wireless Connection enable,

17
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the Enrollment Helper will pick up the wrong Host IP Address.

v
S Name : [Boris Johnson Token 67565 Setting |-
ess Contrc A =

s () Fingerprint

. Remove | | Reset| | Clear
T DEPAR E=movel] jeet] S| 2 Pi‘O
ALESDE You need to enroll two 4
CHRIS G templates per one finger.

Wi B Setting X

Documentat
artes Change the host address and port.
hales ————

== Host Add 192.1680.1
e | ost Address [192.168.0.100 =
m Template 1 Port 8099

verton AL [¥] Save the token automatically
Quality

Pzt Logout Apply Cancel 20

=2 @Face

SupPrremo e

B BIOMETRICS & SECURITY

Step 4C: Manual Enter the Fingerprint Quality to 60 & Above

or Drag the Bar to the desired spot.

¥ SUPREMAUK-PCS - Net

Fle iew Go Took [
File View Go Took [ Click for Tech Support

Back ~ B - Forvar
Name: |Boris Johnsan Token |67365 l
W Met2 Access Conlic &

[EH Events (») Fingerprint
E'UE,'SE;STDEPAH' 2‘Pro

~

& SBLES DE ¥ou need to enroll two
8 2cHRISE templates per one finger.

8 sHnc
£ BLUE CHIF =
O cedEa

L. Wéilliam
arp, Rich

Documentation

arter
harles
ESFIRE.. Rendler

Template 1 Template 2

milia Biolite N2 (545295481) (3 ~
wvertan All
wvertar, Al
wvertan, M

oooo

o
E

v

P P Pimy P Py Py my s s
jfutatefeiefetafafedey

rmmmm

< >

Net? actio... #
& Log off

Netz detaie %) || O Foce

Net2 Access

Conteol SU prema

Net2 docil BIOMETRICS & SECURITY
>
Syslem engineer *d Supremauk-pcS

Step 4D: Select the Finger that the end user wishes to scan on the

18
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Enrollment Reader.

Eile View Go Tools [

Back - For

4{ Mame: |Boris Johnsan Token |67565
W Net2 Access Contic &

B5| Events Fingerprint
B
B & Users

2 1T DEPER” 2
_'2 SALES DE / You need to enroll two !

El 2CHRIS G templates per one finger. L

AHN, JC
BLUE CHIF B
C&d, sEar

. william
Carp. Fiich
Carter
Charles
DESFIRE. . Reader
Template 1 Template 2
Emilio Biclite N2 {545295481) (5 ~
Everton Al
Everton, &1
Evatton M,

‘ .
Net2 actio.. =
#) Log off

i
4
&
E

Documentation

]
2

Quality
36

iy P P Py P P Py Py Py Pl P Py, B
Lasin e de i Se e tin tas i n dn e an

Net2 details 2 @) Face

Net2 Access
=5 | SUPIFEMD
Net2 doct B BIOMETRICS & SECURITY v
) >
System engineer -J Supremauk-peh

Step 4E: Within the “Enrollment Helper” window please enter the desired Token Number.

Fle View Go Toos [
Ele View Go Took ( Click for Tech Support

Back ~ Fonuag
Name : |Boris Johnson

W Net2 Access Contre »
[EE Events @ Fingerprint

\ R
¥ 2
'

£ SALES DE You need to enroll two
& 2CHRIS G templates per one finger.
Adam

AHN.JC
BLUE CHIF &
Cd sEAH

C. william

Carp, Rich

Carter

Charles

DESFIRE.. Reader

em Template 1 Template 2

Emilio Biolite N2 (545295481) (5 *
Everton All

Everton, &l

Documentation

Quality

Everton, M , ®

‘ »

Net2 actio.. #
«) Log off

worafafaliafolafafaralalaiofoh
el o il el R el el el

Net2 details % () Face

Net2 Access

SURICMOI s ] [ |

Net2 dociE BIOMETRICS & SECURITY

>

System engineer d Supremauk-pch

Step 4F: Select your Enrolment Reader; BioMini or Suprema Edge Reader.

19
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Click for Tech Support]

. For

RN Name : |Boris Johnson Token 67365 [setting h——
ccess Contre A r—
ents @ Fingerprint
ers
IT DEPAR™
SALES DE You need to enroll two ¢
2CHRIS G templates per one finger.
Adam

AHN,JC O
BLUE CHIF E
C&d sEA

C. Wiiam
Carp. Rich
Carter

Charles

DESFIRE..
em Template 1 Template 2
Emiio Biolite N2 (545295481) (5

Document

Everton AL BioMini (385141320) |

Everton, Al —
Evetton. M , | Biolite N2’545295481“545295481Il

i [ sen ]

3 off

= o @Face

Access

e SUPMEMo e =

o ¥ BIOMETRICS & SECURITY

Step 4G: After finger selection, please click “Scan”.

Ee Gy En )
Eile View Go Tooks [ Click for Tach Support

a8 Back ~ ma > Forwal
€ ¥

| Name: |Borislohnson Token |8866 L
W Met2 Access Contre
Events @ Fingerprint
= _fi_l Users

1T DERART 2 P
0 SALES DE You need to enroll two ' ‘ ro

8 2cHRisG templates per one finger.
Adam

AHM, T 4
ELUE CHIF
C&d sEal

C. william Documentation|
Cap. Rich
Carter
Charles

DESFIRE. . Reader
Template 1 Template 2

~

a
3

Emilio BioMini (385141320) -

Everton All
Everton, A1
Everton, M

L4
as 2 oo Quality
LAY ®
v e EOS
P

» & ks
» PR, A PPp o
ERE A ama

o s

Net2 actio... * 4T .-

#) Log off

Py Piem Py Py Pms m Py Biom By Pirmy oy o Py
,lalbllllllblllla

]

< >

Net2 details % () Face

Net2 Access

= | SUPrema e e

Net2 docu... ¥ BIOMETRICS & SECURITY

>

[ | System enginesr | | Supremauk-pch

Step 4H: Add User, after a high-quality enroliment.
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RIOMETRICS & SECURITY

W SUPREMAUK-PCS - Net2 Access Control - ) x

:

[fio Yiow Go Tooks Click for Tech Support
= Back - % Forwar

— Boris Johnson Token |8866

Name :
W Net2Access Contic A
Everts (~) Fingerprint

2 & e 'Z\Pro

~

21T DERERY

£ SALES DE You need to enroll two
& z2eHRIs 6 templates per one finger.
8 tdam
£ aHn,ic i
4 BLUE CHIF o—
8 cudsea
42 . wian Documentation
£ Cap, Rich
8 cater
& Charles
£ DESFIRE.. Resder
[ Template 1 Template 2

£ Enilio BioMini (385141320)  ~

£ Everton Al .
& P i = Quality
& Everton. &l P e P 2w

& Everon M, y B £0

ry € b
o " Y
f 5 ——
< 24 » PR A ”p a Scan
Net2 actio... = P

& Log off

Nedetais 3 | 2 P2

Net2 Access
Prema
SU .
Nat2 dociS ‘ BIOMETRICS & SECURITY
, >
[ | System engineer | | Supremauk-pcs

DASHBOARD

Open the Suprema Integration with Paxton NET2

Home

The Home menu is the starting point for accessing all menus of the Suprema Integration with Paxton Net2.
You can also check the number of registered devices, users, faces, fingerprints, and cards.

Home

Usage

1 2
Fingerprints
6 0 3
5 4
You can view the number of connected
1 ) 4 You can view the number of registered faces.
devices.
. . You can view the number of registered
2 You can view the number of registered users. | 5 . 9
fingerprints.
3 You can access the Suprema website. 6 You can view the number of registered cards.

7. ADDING A SUPREMA DEVICE
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Step 1: Login & Click Devices Tab:

System Overview

Devices

Fingerprints Faces Visit Us

0 0 suUPrema

Step 2: Click “Search Device” & Click “REGISTER” to the Suprema Device List:

SUPREMA INTEGRATION WITH P

() DISCOVERED
Num of Total : | 1 DESELECT ALL

1D TYPE | CONNECTABLE PORT | ENABLE DHCP | USE ALPHANUMERIC | NEED TO UPGRj

[] 2

REFRESH REGISTER

o]

v1.0.0.0 | Status of Net? Service : Rur

Step 2A: Added Device in the list:
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SUPREMA INTEGRATIC

Devices

DIRECTION STATUS

I 545285481 Entrance (Front Door) Biolite N2 Server To Device 192.168.0.101 51211 connected

Q, Search Device | @ Add Device

¥1.000 | Status of Net2 Service : Running

Step 2B: You can Manually add a Suprema Device by clicking “Add Device”

SUPREMA INTEGRATION WITH PAXTON NETZ

Devices

DIRECTION STATUS

Q, Search Device | @ Add Device

v1.0.0.0 | Status of Net2 Service : Running

2, View Users | (' Resend Config | # Upgrade FIW

Step 2C: Enter the Device “IP Address” & Press Okay to search for the device.

23



Add Device
Input the IP of the device.

3 |\

Step 3: Right Click on the Suprema Device for additional Options:

SUPREMA INTEGRATION WITH PAXTON NET2 - 0 x

Devices

STATUS

Rename

Reboot
Here lam Device Configuration Options
Lock

Unlock

All alarms off

Factory Reset

Device Config

SUPREMA INTEGRATION WITH PAXTON NET2 _ 8 x

Q, Search Device | B Add Device 2 View Users | C' Resend Config

v1.00.0 | Status of Net2 Senvice : Running

Devices

STATUS

Rename

Reboot

Here | am
Lock

Unlock

All alarms off

Factory Reset

| Device Config |

Q, Search Device | @ Add Device # Upgrade FW

¥1.000 | Status of Net? Service : Running

2 View Users | C' Resend Config

Step 4: Device Configuration

suprremo

RIOMETRICS & SECURITY
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- Rename Device

- Set Authentication of the Device

- Configure Device IP Address

SUPREMA INTEGRATION WITH PAXTON NET2

-“ =
545205431 Enr:
I Name Entrance ( Front Door) -m

Device Type | Biolite N2

Device ID 545295481

Firmware ver. | 1.2.0(2020/05/12 13:47:33)

(A) AUTHENTICATION

@ Card or Biometrics Card + PIN or Biometric + PIN Card + Biometric
Biometric Only Card + PIN or Biometric Card + PIN
Card Only Card or Biometric + PIN Card + Biometric + PIN
Biometric + PIN

DHCP | Use

IP Address 192.168.0.101
Subnet Mask | 255.235.255.0

Gateway 192.168.0.2

Device Port 51211

Direction @ Server to Device Device to Server

1.0.00 | Status of Net2 Service : Rur

Step 5: Device Wiegand Setting Under Global Device Configuration:

- Set Wiegand Plus Interval
- Set Wiegand Settings & Output

SUPREMA INTEGRATION WITH PAXTON NET2

Settings

] Global Device Configuration

(®) AUTHENTICATIONMODE

o3

- @ Card or Biometrics Card + PIN or Biometric + PIN Card + Biometric
Biometric Only Card + PIN or Biometric Card + PIN

% Card Only Card or Biometric + PIN Card + Biometric + PIN
Biometric + PIN

4 -

() CSN CARD FORMAT

Lo} FormatType  Normal [®) Wicgand | ByteOrder @ MSB LSB

e | 26 bit SIA Standard-H10301 [~ | eoiT |

* Direction @ Output Input Pulze Width 50 = == |Interval 2000 4 =

Quiput Mode @ MNormal Bypass Fail Code Use 0x00 ~

i%’. Save

Step 6: Device Firmware Upgrade
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Locate the Home Directory of the Suprema Integration with Paxton NET2 Software

- Paste the download firmware Package from our website to the “Firmware” Folder

[ » ThisPC aI Local Disk (C:) » Program Files » Suprema Integration with Paxton Net?.l

Name Date modified Type Size
cert File folder
conf File folder
db File folder
firmwares sli— File folder
lic File folder
logs File folder
man File folder
resources File folder
tmp File folder

[5] biostarZagent.exe Application

- & Client.exe Application

co » ThisPC » Local Disk(C:) » Program Files > Suprema Integration with Paxton Met2 » firmwares

Mame Date modified Type Size
[7] #s2_swb_+1.3.2_200712.bin 20-Jul-2020 BIN File
[ ] #s2_d v1.3.2_200712.bin 20- BIN File
[] fs2_ds v1.3.2_200718.bin 20-Jul BIN File

Type: BIN File
MB

Date modified: 20-Jul-2020 1:43 AM

Step 7A: Select the Device (FS2) from the Device List under the Device Tab:

- Locate the Home Directory of the Suprema Integration with Paxton NET2 Software
- Paste the download firmware Package from our website to the “Firmware” Folder

- Click "Upgrade F/W"

v » ThisPC » Local Disk (C) » Program Files > Suprema Integration with Paxton Net2 -_

Name Date modified Type Size
[7] s2_awb_v1.3.2_200713.bin BIN File
[1] s2_d v13.2_200718.bin BIN File
[ ] f52_ds v1.3.2_200718.bin BIN File

SUPREMA INTEGRATION WITH PAXTON NET2

Devices

-“““ SIRECHON “ ST
m 544110164 FRONTDOOR  Bioentry W2 Server To Device 192.168.0.102 51211 connected
I 545295481 Biolite N2 Server To Device 192.168.0.101 51211 connected

—

¥1.000 | Status of Net2 Senvice : Running

Step 7B: Select your Device Model & Click “Upgrade”

SUPREMA INTEGRATION WITH PAXTON NET2

I senonse
& Facestation 2 (542342301)  ~

| 52

VERSION CARD MODEL FILE NAME

Facestation 2 132 2020/07/18 15:55 5 fs2_awb_v1.3.2_200718.bin

Facestation 2 132 2020/07/18 15:55 4 fs2_d_v1.3.2_200718.bin

Facestation 2 132 2020/07/18 15:55 6 fs2_ds_v13.2_200718.bin

Q, Search Device

1000 | Status of Net? Service : Rur

- Configure Device IP Address

26
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8. SYNCHRONIZATION

Step 1: Sync User from Paxton Net2 To Suprema...

Click “Get All users from Net2"”

Do you want to proceed?

Automatic sync from Net2 is running and this operation may slower
the performance of the system. Please check if this option is necessary.

Continue?
-

User 1: Created from Paxton then added instantly within Suprema Add User

Y

Fie View Go Tools Optiens Help

o elect all
i Back ¢ i e ‘ i ‘ [i Dpendoor | 42 New departmert ~ | © Timesheet -
_ - - Elect none
Net2 Access Conliol A Wert selection

[E Everts New user

& vsers 5 Neutvile Dwapne

2 1T DEFARTME ._f, Pogba. Paul —_

3 SALES DEFSF - Users
& 20HRIS G de

5 adam Search..
G anac “ el Get Al users from Nei2

£ BLUE CHIP. of

& ceascang = -““---- SXFIREOAT LASTUPRATEDAT

& ctd -3

& o wiliam .
£ Cam. Rich O a0 1 0 0 True

G Cater a5

& Chates i

o 2020 Boris Johnson 1 0 0 True

& DESFIRE. M e

W SUPREMAUK-PCS - Net2 Acce - O X
i e G leeh e
. elect all
i Back - rmwa.d~| C Hehesh‘ i yFi user‘ I Dpendunr‘ 8, New depatment = | @ Timeshst =
. Lt - elect none
Nel2 Access Cantial A et selection

[ Events New user

& Users |2 Johnson, Boris

B 1T DEFARTME —
% SALES DEPAF = Users

£ 2CHRIS 6, de

£ BLUE CHIP, ol
N T
., Wwilliam .
8 1 0 0

£ Com, Fiich 2030 Paul Pogba True
5 Catter &

& Chaties e 2029 Boris Johnson | 1 o ] True
£} DESFIRE. &M

Adding an Administrator Account to Suprema Device from the Account Tab:
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SUPREMA INTEGRATION WITH PAXTON NET2

Accounts

A Device administrators aop  remove DEViCES [ —

LEVEL
2

al True

e 2028 Dwayne Neufville Administral True

Click Add, then select the User of choice:

SUPREMA INTEGRATION WITH PAXTOMN NETZ

Accounts
o Device administrators remove Devices
LEVEL
=N
deviceadmin deviceadmin Administral True
e 2028 Dwayne Neufville Administral True
P

Select the Level of Permission for the User from the Drop-Down Menu:

SUPREMA INTEGRATION WITH PAXTON NET2

Device administra

-“ B pmircact

e (Deeespemter

User operator
e 2028

Step 1: Adding A Fingerprint via Suprema Integration with Paxton Net2:
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Click on an Active User & Select “Manage Fingerprint”

SUPREMA INTEGRATION WITH PAXTON NET2 - 0 %

Users

Search.. Joll Get Al users from Ner2

I
0 0 B

e 1024 Wiliam C 1 False Jan 11, 2019 10:40 AM
e 2023 Rich Carp 1 0 0 False
2024 Rebecca Woods 1 0 0 False
2025 Adam 1 0 0 False
2026 JC AHN 1 0 0 True

2027 VP MOON 1 0 0 False

Veou mezd to enwll swo temglates per cne.
finger.

’300@@0@@@@@@@@@

(A) FINGERPRINTS

Y You need to enroll two templates per one
finger.
Reader
Template 1 Template 2
| Entrance (Front Door) (345295481)  +
. i s AT
5T e L Quality
- ?
' =2, oo e, s — | 30
» e T, [ 2
ral i
8 )‘a:" g 2 =
a
'Ll
o L. ( = ]

Step 4: After the enrollment is complete. Please Click “Apply.”
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You need to enroll two templates per one

finger.
Reader
Template 1 Template 2
[ Entrance (Front Door) (545295481) =
s 2T P L .
I L Quality
| » P & e
= - — e 80
PO =8 » L
e -
i SF By Fa
oF B ¥e "2
- "’, op » SCAN

- [

Step 5: Click “Resend to All Devices” to send all users to device:

SUPREMA INTEGRATION WITH PAXTON NET2 - 0 %

EXPIRED AT LAST UPDATED AT

e 2029 Boris Johnson 1 0 0 True
e 4 Paul Weich Group 1 0 0 False
e 5 Ray 1 0 0 False
e 6 SEAN G 1 0 0 True
e 7 Charles 1 0 0 True
e 8 Emi 1 0 0 True
e 10 len 1 0 0 False
e 9 Steven 1 0 0 False
e " CLOCK & DATa 1t pinky r 1 0 0 True
e 12 data & CLOCK 2 2 CHRIS G 1 0 0 False
o : chris G BLUE CHIP 1 0 0 Fase
o - AMAG DESFIRE 0 0 0 Fase
e « SEANGU 1 0 0 False
e « em 1 0 0 Fakse -

Q, Resend to All Devices

v1.00.0 | Status of Net2 Service : Running
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10. FACE TEMPLATE ENROILLMENT

Step 1: Click Add Fingerprint (Biometric) (Finger) via the Paxton Net2 Enrolment Helper
Window.

I Click for Tech Support|
|
! Mame: |Face Unit Token |67569

Pi— Clear ‘ ‘ Remove ‘

' SuUPrema ——

BIOMETRICS & SECURITY

Step 2: Click on the Drop-Down Menu to Select the Face Enrolment Reader (FaceStation2).

CLEAR REMOVE

N SCAN

(@ Facestation 2 (542346070, _

RESET APPLY CANCEL
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Step 3: Click Scan

Please wait for a second.

Follow the instructions of the reader to scan your face.

Step 4: Click Apply.

Step 5: Adding A Face Template via Suprema Integration with Paxton Net2:

Click on an Active User & Select “Manage Face”

SUPREMA INTEGRATION WITH PAXTON NET2 - o x

Users

= P
-“ HAME ---- SXEREOAT CASTHPBRIEDET
10 0 0

e Sam Smith 1 False 07 Jul 2020 11:03.00 AM

e 9 Sam Smith 2 1 0 True 02 Jul 2020 06:47.01 PM

e 8 Ghris Wrench 1 i i True 02 Jul 2020 06:45:30 PM

e 7 Dwayne Heath 2 1 0 True 02 Jul 2020 06:42:55 PM

e 6 Jeremy Allison 2 1 2 True 02 Jul 2020 06:42.07 PM

e 5 Karlene James 2 2 3 True 01 Jul 2020 05:37.01 PM

e 4 No Glasses Lurline 2 i 5 True 01 Jul 2020 05:31:42 PM

e 3 Jamie McMillen 3 2 0 True 01 Jul 2020 05:24:52 PM
R

e 2 Lurline James 1 2 1 True 01 Jul 2020 05:23:49 PM |

e deviceadmin  deviceadmin 0 i i True 01 Jul 2020 05:18:35 PM

Manage Pin

Q_ Resend to All Devices (2] Manage Cards | @ Manage Fingerprints || €3 Manage Faces g

[1.000 | Status of Net2 Service : Running
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Step 6: Click on a Face Template Slot & Select from the Drop-Down Menu

“Face Enrolment Device”

(=) FMGERPRINTS

POQCQQOQQQ

|# FeonT cook s |

nase arrur | eamers

Step 7: Click on “Scan”

User: Nneka Neufville 4 »

& Facestation 2 (542342301) v El

Step 8: Click on “Apply”

To Save the face enrollment.

& Facestation 2 (542342301) - SCAN

-
ESET APPLY | CANCEL
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11. EVENT 1LOGS

SUPREMA INTEGRATION WITH PAXTON NET2

SUPREMA INTEGRATION WITH PAXTON NET2

Monitoring

DATETIME USER ID{CARD ID)

22 Jul 2020 10:38:34 PM

1:N authentication succeeded (Fingerprint) 544110164 20010

22 Jul 2020 10:38:32 PM

1:M authentication succeeded (Fingerprint) 544110164 20009

22 Jul 2020 10:38:27T PM  1:N authentication succeeded (Fingerprint) 1 544110164 20008
22 Jul 2020 10:38:22 PM  1:N authentication succeeded (Fingerprint) 1 544110164 20007
22 Jul 2020 10:38:21 PM  User update succeeded 5 544110164 20006
22 Jul 2020 10:38:21 PM  User update succeeded 4 544110164 20005
22 Jul 2020 10:38:18 PM  User update succeeded 5 542342301 1297373

SUPREMA INTEGRATION WITH PAXTON NET2

Monitoring

7

23 Jul 2020 09:57-25 AM  User update succeeded 542342301 1297422

23 Jul 2020 09:57.22 AM  User update succeeded 7 544110164 20059
23 Jul 2020 09:55:20 AM 1N authentication succeeded (Fingerprint) 1 545295481 1879

23 Jul 2020 09:55:09 AM  1:N authenticalion succeeded (Fingerprint) 1 544110164 20058
23 Jul 2020 09:55:06 AM 1N authenticafion succeeded (Fingerprint) 7 544110164 20057
23 Jul 2020 09:55:00 AM  1:N authentication succeeded (Face) 7 54234230 1297421

23 Jul 2020 09:54:57 AM  1:N authentication succeeded (Face) 7 542342301 1297420

23 Jul 2020 09:54:52 AM  1:N authentication succeeded (Face) 7 542342301 1297419
23 Jul 2020 09:54:48 AM  1:N authentication succeeded (Face) 7 54234230 1297418
23 Jul 2020 09:54:45 AM  1:N authentication succeeded (Face) 7 542342301 1297417

-

PAXTON NET2

W SUPREMAUK-PCS - Met? Access Control - m] *

@ Back -~ B Foward - C: Refresh ‘ <4 Piint 9, Find user | i Open doar | P‘_ New user = g Timeshest =
¥ Net2 Access Control Events | £ ¥ &
|Date/time |User | Token number Where Event |Details L] ~
=] ..C?- Users = 23002020 95521 AM Meufville, Dwayne BB537 FRONT DOOR - ENTRANCE Access permitted - token only Mo access made
) £ 'TDEPARTMENT |w0 231,/3020 95511 AW Neufvile, Dwapne E5537 FROMT DOOF: -EXIT Access pemitted - token only Ho acoess mads
£ Neutvile. Dway |6 73,2020 3550984 Paik. Shannon £5543 FRONT DOOR -EXIT Access pemitied - token only Mo access made
£ Neutvile, Mrek. |0 53.15020 95341.8M  Paik. Shannon E5543 FRONT DOOF - EXIT Arcess pemitted - token only Ho access mads
B SALES DEPARTME | =0 5342020 953:364M  Paik, Shannon £5543 FROMT DOOR - EXIT Aevess permited - token anly Mo acoess made
il Accesslevels =0 230ul2020 $53308M  Paik. Shannon B5543 FRONT DOOR - ENTRANCE Access permitted - token only Mo sccess mads
© Timezones £ 23002020 95375 AM  System engineer ACU configuration Modfied; Suprema Int
B @ Doos =0 23Jul2020 35314AM  Paik, Shannon £5543 FRONT DOOR -EXIT Access pemitted - token only Mo access mads
5 @ FRONTDOOR =0 53,2020 953054M Pk, Sharinon 65643 FRONT DOOR - EXIT Access pemilted - token only Mo access made
W Suprema Integre S{ 23ul2020 952:334M  Spstem engineer User details Added: Paik, Shannot
© 10 Boards P 232020 §5202 4M E5547 FROMT DOOF: -EXIT Access denied - invalid token Token details not four
57 Repors P 23012020 I51:48 AM 5454 FRONT DOOR -EXIT Access deried - invalid taken Taken detals rot four
&+ Met2 aperators W6 32020 $51:404M 5454 FRONT DOOF - EXIT Arcess denied - invalid token Token details not four
Aead MNeufville, Dwayne ERA3T FRONT DOOR - ENTRANCE Accers permitted - token anly Mo access made
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12. VIDEO GUIDE:

L]
&%
-
[C]
o
<

12A. WEBINAR:

surremse

Supre!a Iﬁr io >
with Paxton:Ne e
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https://www.youtube.com/embed/epD_6SGyzVc?feature=oembed
https://www.youtube.com/embed/LPcY3h4IY7w?feature=oembed

