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G-SDK Overview
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Design Goals Target Customers
= Scalable and extensible = Existing
= Handle thousands of devices = Users of BioStar API
= Easy to maintain and customize = Users dissatisfied with the Device SDK
= Multi-language support » Scalability and stability
= Language-neutral IDL = Language support
= Native client libraries = New
= Well-defined API = Developers with other languages than
= Easy to understand and use C/C++/C#

= Mobile & cloud applications with BioStar

Mobile/cloud ready

= Easily deployable on Cloud devices

= Accessible from mobile devices directly = T&A applications
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G-SDK Overview: Some Technical Details

Why go?

» Optimized for handling lots of small tasks

= goroutine/channel

= Much simpler architecture compared to the

thread-pool model

= Easy to use

= Garbage collection, rich standard libraries, etc.
= Hard to abuse

= Strict naming convention, dependency checking
= Easy to deploy

= Static linking by default

» One self-sufficient binary
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G-SDK Overview: vs. Device SDK
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Deployment e Shared library e Client libraries
* Device Gateway
* (Master Gateway)

(ON) * Windows * Windows
* x86 Linux * x86/Arm Linux
* MacOS
Supported e C++  AsofV1.1, Java, CH#, Python, Go,
Language  C# example Node.js, and C++ are supported
Max. Devices 1,000 1,000 (Device Gateway)

100, 000 (Master Gateway)

Suprema % © 2020 Suprema Inc. All rights reserved.




G-SDK Overview: Job Code Example
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Device SDK G-SDK
= Connection = Connection
= BS2 ConnectDeviceVialP = connectAddAsyncConnection
= Connection callback = One call for multiple devices
= User = Handled automatically by the device gateway
=  BS2 EnrollUser/BS2 GetUserinfos = User
= Event = yserEnrolMulti
»  BS2 GetlogBlob = tna.Set/lobCodeMulti
= Event

" tna.Get/obCodelog
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G-SDK Overview: Job Code Example (cont.)
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Device SDK G-SDK: protobuf G-SDK: Client Languages

message EventlLog {

typedef struct { public sealed partial class JobCodelLog : pb::IMessage<Job

uintl6_t eventMask; uint32 Codelog /] C#
—_ B
BS2_EVENT_ID id; uint32
i . uint32
BS2Eventixtinfo info; . public final class JobCodelLog extends
union string
{ uint32 GeneratedMessageV3 implements
BS2_USER_ID userlID; uints2 JobCodelLogOrBuilder // Java
uint8_t [BS2_CARD_DATA SIZE]; uint32
tna.Key
BS2_DOOR_ID doorID;
BS2_ZONE_ID ID, bool type JobCodelog struct { // go
_ _ID zonelD;
BS2EventExtIoDevice ioDevice; ¥ uint32 protobuf:"varint,1,o0pt,n
}; message JobCodelog {
)
. uint32
ST theteys uint32 JobCodelLog = function // nodejs
BS2_JOB_CODE jobCode;
uintle_t imageSize; uint32
uint8_t [BS2_EVENT_MAX_IMAGE_SIZE]; string
uint8_t reserved; uint32
}BS2EventBlob; uint32
uint32
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G-SDK Overview: Deployment

Same as DLL

Same Computer

gRPC Client
j_?; TCP

"
gRPC Server
A
“____.-"""\-\.._\‘
' |7 SSUTLS
T

How to deploy?

- Install bath the server and the client ¢
at the same machine

- Virtually identical to a DLL
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Gateway on the Cloud

G-SDK Client

G-SDK Client

How to deploy?

- You don't have to install both the gateway and
client at the sams maching.

- A gateway can handle multiple clients at the
same time.

- By installing the gateway a cloud, you can
easily develop mobile and web applications.

Issues

- Some clients may not want their devices are
connected directly to the gateway in a cloud for
security reasons.

- To deploy the gateway on a cloud, it should
have many new features such as strong
authentication, which would make its architecture
much more complex.

- The gateway will be able to handle thousands
of devices. However, how about tens of
thousands of devices? And, even with smaller
number of devices, how to support scattered
installations?




V1.1 New Features
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Master Gateway How to deploy?

- A master gateway can handle multiple
= gateways.

) - The master provides (almost) identical APIs as
G3-5DK Client | the gateway. So, local applications will use the
gateway directly, while cloud or mabile apps will
use the master gateway on a cloud.

SSLTLS - The master gateway will have much stronger
authentication and security features.

G-SDK Client
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Master Gatewaﬂ

- It can handlz hundreds of thousands of
devices.
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— would be rather simple. It just mux/demux
packets between apps and servers.

- Small and compact gateway. And, new
\ services with the master gateway.
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V1.2 New Features: Advanced Access Control
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Zones Lift

= APB, Timed APB, Fire Alarm, Intrusion Alarm, = OM-120
Scheduled Lock, Interlock

Zone API Lift API

You can configure several types of zones for high-level functions _ OM-120 is an output extension module which controls up to 12 _

such as anti passback and intrusion alarm. G-SDK supports only Status output relays. It can be used as an elevator controller. Maximum Information
local zones, where all devices should be within a RS485 network. Anti passback zone 31 units can be connected to a master device via RS485. Refer to ottt
Timed anti passback zone w for examp‘es- GetStatus
Status Intrusion alarm zone Management
Fire alarm zone . Add
ge ZoneStatus { Information
Scheduled lock zone Delete
uint32 zonelD;
Interlock zone DeleteAll

Status status;

message LiftInfo {

bool disabled; i .
uwint32 1iftID;

Activate/Deactivate

string name; Activate
Deactivate
zonelD repeated uint32 devicelDs; Release
The 1D of the zone.
SetAlarm

uint32 activateTimeout;
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V1.2 New Features: FaceStation F2
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Visual + IR Multi-modal
= New data format = F2FP
= Same API = New authentication modes

FaceFlag {
BS2_FACE_FLAG NONE = ©xee;
BS2_FACE_FLAG F2 = ©x1ee;

AUTH_EXT MODE_FACE ONLY = 11;
AUTH_EXT_MODE_FACE_FINGERPRINT = 12;
AUTH_EXT_MODE_FACE_PIN = 13;
AUTH_EXT_MODE_FACE_FINGERPRINT OR_PIN =
] AUTH_EXT MODE_FACE_FINGERPRINT PIN = 15;

14;

AUTH_EXT_MODE_FINGERPRINT ONLY = 16;
AUTH_EXT_MODE_FINGERPRINT FACE = 17;
AUTH_EXT MODE_FINGERPRINT PIN = 18;
AUTH_EXT_MODE_FINGERPRINT FACE OR_PIN = 19;
AUTH_EXT_MODE_FINGERPRINT FACE PIN = 28;

ytes irTemplates;
es irImageData;

AUTH_EXT_MODE_CARD ONLY = 21;
AUTH_EXT_MODE_CARD FACE = 22;
AUTH_EXT_MODE_CARD FINGERPRINT = 23;
AUTH_EXT MODE_CARD PIN = 24;

AUTH_EXT MODE CARD FACE OR_FINGERPRINT = 25;
AUTH_EXT_MODE_CARD FACE_OR_PIN = 26;
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V1.2 New Features: Thermal Camera
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Supported Models Thermal Camera API

Suprema Thermal Camera can be used in combination with face m

- FaceStation 2 recognition terminals to detect users with elevated skin Config
temperature. With ThermalConfig, you can specify the options GetConfig
- FaceStation F2 related to the camera. You can also read log records with SetConfig

temperature information. SetConfigMulti

= Checking masks

Event

config GetTemperaturelog

ssage ThermalConfig {

CheckMode checkMode;

CheckOrder checkOrder;
TemperatureFormat temperatureFormat;

uint32 temperatureThreshold;
bool auditTemperature;

bool useRejectSound;

bool useOverlapThermal;

ThermalCamera camera;

// Only for FaceStation F2

CheckMode maskCheckMode;

MaskDetectionlevel maskDetectionlLevel;
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V1.2 New Features: Enhanced DB for Master Gateway
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Connection API Asynchronous Connection DB
= Synchronous = Connection information is stored into the
" Simplest database of the master gateway

= One device at a time = Reconnections of gateways are handled by the

= Asynchronous master gateway automatically

= ConnectMaster API
=  AddAsyncConnectionDB

» Handled by the gateway in the background
= Multiple devices

= Have to reassign devices whenever the gateway - DeleteAsyncConnectionDB

= SetAcceptFilterDB
=  GetAcceptFilterDB

restarts or reconnects

= Accept filter

= Device-to-server mode
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V1.2 New Features: New Examples
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User Example String newlUserID = String.format(“%d", Instant.now().getEpochSecond());

List<UserInfo>» newlUsers = new ArraylList<UserInfo>();
. . | i = | rHdr . newBuilder() .setID( Y.build():
- EnrO” Cards/flngerprlnt/faces UserHdr hdr UserHdr . newBuilder() ID(newlUserID) .build();
UserSetting setting;

= Change authentication modes

. . == Type.FACESTATION
= Read log records with filters

= Real-time event monitorin
EJ .setFingerAuthExtMode (AuthMode . AUTH EXT MODE FINGERPRINT ONLY VALUE)

.setFaceAuthExtMode (AuthMode . AUTH EXT MODE FACE ONLY VALUE)

Thermal/T&A Example -build();

L else {

setting = UserSetting.newBuilder()

= Change options
rhMode (AuthMode . AUTH_MODE_BIOMETRIC_ONLY VALUE)

= Read temperature/T&A logs

= Real-time event monitoring

newlsers. add(UserInfo.newBuilder().setHdr (hdr).setSetting(setting) .build());

userSvc.enroll {deviceID, newlUsers);
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Roadmap: More Examples

APls

= V1.2
= Quick start guide
= Connect/ConnectMaster API
= User/T&A/Thermal API
= V1.3 and later
= Examples for major APIs such as Access, Door,
RS485, Schedule, etc.
= gRPC client debugging

Suprema % © 2020 Suprema Inc. All rights reserved.
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Mobile/Cloud

Master gateway

Management of multiple gateways/devices

User synchronization

Mobile clients

iOS (Swift)
Android




Roadmap: Developer Support
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Forums
S U pre m a Technical Support = Al Categories / BioStar2 Device SDK Developer Community / SDK inquiry

: c if by a g You ca f i -g'inany s ch as PowerShel md.
Home Solutions Forums Tickets Please check if the port 4000 is used by another program. You can check it using ‘netstat -a' in any shell such as PowerShell or cmd

Before running the device gateway, please run the netstat as below.,

How can we help you today?

|

LISTENINC
LISTENIN(
LISTENINC
LISTENIN(
LISTENINC

[Announcement] G-SDK Release &

Created by: YJ Jung & c & github.com/hiostar-dev/g-sdk/issues

Modified on: Thu, Jun 18, 2020 at 840 AM 5 ¢
0 Search or jump to... Pull requests Issues Marketplace Explore ; t%gg“ﬂj:;
LISTENING
@ biostar-dev / g-sdk ® Unwatch ~ | 2 ¥y star | 2 % Fork 0 Oateway
Code @ lIssues 1 Pull requests Actions Projects Wiki Security Insights Settings
Label issues and pull requests for new contributors Dismiss

Now, GitHub will help potential first-time contributors discover issues labeled with

Filters - isiissue is;open > Labels 9 & Milestones 0 m

O @ 10pen  0Closed Author = Label » Projects = Milestones « Assignee « Sort«

O © Test Issue@

Aug by leesje03

#1 opened on 29
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