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1. Introduction

BioConnect uses an advanced plugin architecture to connect directly into your access
control software. This provides seamless synchronization of all data such as new
cardholders, changes or deletions. All biometric readers connect directly to the
BioConnect software over TCP/IP for quick access to the dynamic user/template
database. Communication with the control panel is a standard Wiegand card number
using a card format of your choice. Within the access control software, the reader is
configured as a standard Wiegand interface reader. This architecture provides a simple,
flexible, and scalable biometric solution that allows you to use a variety of biometric
types and readers within a single system.

BioConnect 'l\i\

USB Enroliment Device

TCP/IP

Control Panel

This guide will walk you through the installation of the BioConnect software and
connecting it to your Access Control software.
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2. Support

Telephone support is available Monday - Friday from 8:30 AM to 8:30 PM Eastern to
assist with installing, configuring and troubleshooting the BioConnect software. The
technical support team is well versed to assist integrators both during the planning or
post sales stages.

The goal of the BioConnect team is to make the software as easy as possible to install
and configure. If an unexpected problem occurs or if you would like some guidance,
please don't hesitate to reach out using one of the contact methods listed below:

Support Website:

http://www.bioconnect.com/support/

Telephone:
== I"I
Toll-Free 1-855-ENTERID (368-3743)
&‘ "
'.al;“!
Free Phone +44 (0) 8003 688 123

Main Phone +44 (0) 2037 439 123

Email:
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3. Release Notes

BioConnect v3.6:

Service Manager

-Ability to manage system service status

-View the status of all current connections (database and ACM)
-Ability to view real-time event logs

-One-click backups of the BioConnect database

System Startup Checklist
-Checklist of all processes required for BioConnect to function are displayed on startup
-Detects and reports any issues preventing startup, such as:

-administrator permissions errors

-inaccurate connection details

-licensing issues

Enhanced BioStation 2 Functionality

-Includes server matching to grant enrolled users instant access
-Adjust authentication modes from BioConnect

-Perform firmware upgrades from BioConnect

-Improved synchronization times with device for offline access

Expanded Authentication Mode Options
-Authentication modes now include PIN options, adjusted from BioConnect
-3-Factor authentication (Card + Finger + PIN) for supporting devices

Create New Database
-Create a new BioConnect database straight from the Setup Assistant
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This chapter specifies the minimum and recommended hardware and software
requirements for BioConnect Server and BioConnect Client installation. Before you can
install BioConnect Software, ensure that you have met all the hardware and software
requirements, PACS requirement and database configurations requirement.

NOTE:

e If using Windows 7 (might need to run in compatibility mode- see Appendix C for
more information), Windows 8, Windows 8.1 or Windows 10, the BioConnect
setup requires that you have administrative privileges.

e All prerequisite software in the BioConnect installation package must be installed.

e Adobe Reader is not required but highly recommended as you need it to read the
BioConnect documentation.

BioConnect Server

Minimum

Recommended

x64-capable dual core processor

x64-capable quad core processor

cpPu with speeds of 2.4 GHz or more with speeds of 2.7 GHz or more
HDD 10 GB 30 GB
RAM 4 GB 8 GB
Windows 7
Windows Server 2008 R2
oS Windows 8/8.1 Windows Server 2012 R2
Windows 10
Windows Server 2012/R2
Database SQL Server 2008 R2 Express/Standard or above (SQL Server 2008 R2

Express is included for free with BioConnect)

Installed Features

.Net Framework 3.5; 4.0 and above

Firewall: Open Ports Required

TCP/UDP Ports 8000 (Server), 8001 (Gen 1), 51212 (Gen2), 1003 (Digitus)




BioConnect Client
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Minimum Recommended
CPU x64 or x86 dual core processor with x64-capable quad core processor
speeds of 2.4 GHz or more with speeds of 2.3 GHz or more
HDD 10 GB 30 GB
RAM 4GB 8GB
Windows 7
Windows Server 2008 R2
(0] Windows 8/8.1 Windows 8.1

Windows 10
Windows Server 2012/R2

NOTE:

e Larger deployments of 50 or more readers/server should contact BioConnect for
a custom server requirements evaluation.

e Following prerequisite software must be installed for BioConnect DualLock

installation:

. Digitus Ethernet Utility
o Visual Studio 2013 C++ Redistributable Package (x86 or x64)
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Access Control Partner

Software Version

Requirements

ACT API License

ACT ACT Manage1.10.0.2
AMAG Symmetry 7 Data Connect
Symmetry 8
Avigilon ACM 5.4 -
ACM 5.6
Axis Embedded Controller V1.40 -
Brivo On Air Data Sync API
On Site (Apparato)
Command Centre v7.30.0747
Gallagher -
Command Centre v7.40769
Genetec Security Center 5.5 Genetec SDK 5.5
ProWatch 4.2 Honeywell HSDK
Honeywell i
WinPak PE v4.0 6.6 - 7.2 API
WinPak PE v4.1
Imron 152000 v10.3.65 -
Kantech Entrapass Corporate Edition v7.0 -
Keyscan Aurora V1.0.14.2 or above SDK AUR-SDKB
On Guard 6.4
On Guard 6.5
Lenel On Guard 6.6 DataCondulT License
On Guard 7.0
On Guard 7.1
On Guard 7.2

Open Options

dna Fusion 6.4

Flex API v1.23

PACOM GMS v4.20.20.0 -
Paxton Net 2 v5.3 OEM SDK
PCSC Linc-Plus v3.9.68 -
S2 Netbox 4.7 -
RS2 Access It! Universal 4.1 -
Access It! Universal 5.1 B
Stanley SecureNET 4.6 Stanley SDK Certificate / OEM Key

Software House

CCURE 9000 2.2

CCURE 9000 2.3

CCURE 9000 2.4

CCURE 9000 2.5
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5. Installing BioConnect (Server)
Before you begin ensure you have the following:

e BioConnect v3.6 Install Package Contents (Documentation, Firmware Files,
Utilities and Software)

e BioConnect License Activation Code (Provided by BioConnect upon purchase) - If
you are installing a trial for the first time, this is not necessary

e Administrative access to the server you will be installing the software on.

Step 1. Launch the BioConnect Installer- double click the label below in ‘BioConnect
(Integration Software)’ folder:

BioConnect 3.6.5

Step 2. Accept the terms and conditions and choose the Server Installation type.
] [
bioconnect. bioconnect.

Please choose the installation type:

This will install the "Client” only. When
Client Install connected to the server, the client is
used to manage biometrics for users.
You must agree to the before o .
This will install the "Server”. The client

you can install BioConnect. . 3 .
will also be installed at the same time
Server Install .
and is required for system maintenance

purposes.

Setup requires 126 MB in:

C:\Program Files (x86)\Entertech Systems\BioConnect

I agree to the License terms and conditions.

INSTALL
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Step 3. Click [Next] and wait the installation completes.
= =
bioconnect. bioconnect.

Please wait while the Setup Wizard installs BioConnect. This
may take several minutes.

BioConnect is ready to install. Please select Next
to continue. status

Total space required on drive: 126 MB

Space available on drive: 2.69 GB

Step 4. Once finished, click [Launch BioConnect].

A
bioconnect.

BioConnect has been successfully installed.

Launch BioConnect |

Step 5. Click [Next] through Welcome page and Version Updates page.

10 of 49
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Setup Assistant - 0Oox

1. Welcome
. Welcome to the Bioconnect Setup Assistant
2. Version Updates

3. BioConnect Licence Setup
4. Service Credentials

5. Installation Type This will guide you through the necessary steps to configure your new identity

6. Database Configuration management system.

7. Service Configuration Please click Next to begin.
8. Integration Connections

9. System Startup

10. Finish
Next > Cancel ‘
Setup Assistant - ox
1. Welcome

) Version Updates
2. Version Updates

3. BioConnect Licence Setup
BioConnect 3.6 Updates:

4. Service Credentials
5. Installation Type Service Manager

6. Database Configuration -Ability to manage system service status

-View the status of all current connections (database and ACM)

7. Service Configurati
ervice ~onfiguration -Ability to view real-time event logs

8. Integration Connections -One-click backups of the BioConnect database
9. System Startup
10. Finish System Startup Checklist

-Checklist of all processes required for BioConnect to function are displayed on startup
-Detects and reports any issues preventing startup, such as:

-administrator permissions errors

-inaccurate connection details

-licensing issues

Enhanced BioStation 2 Functionality
-Includes server matching to grant enrolled users instant access
-Adjust authentication modes from BioConnect

Dk £ Aln & Dinr "

BN T T

Step 6. BioConnect License Setup
To license the software, you will need the following:
e License Activation Code (Included after purchase when we provide you with the

software download and license information)

11 of 49
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e An internet connection

The software license restricts the number of devices that can be connected to the
software as well as other custom features.

Once you have the License Activation Code from us, select one of the three options
below (Online Activation/Offline Activation/Trial) to create / activate a license:

Setup Assistant -0 x

1. Welcome

) License Setup
2. Version Updates

3. BioConnect Licence Setup

4. Service Credentials Requires a valid activation code and

5. Installation Type Online Activation internet connection.
‘ iy

6. Database Configuration
. . - - Requires a valid binary license file.
7. Service Configuration Offline Activation

8. Integration Connections

9. System Startup . o )
Select this option if you wish to run

10. Finish Trial BioConnect in trial mode.

Online:

Enter the Activation Code and the number of devices included with your license and
click [Activate] to complete the licensing process. If successful, your license details will
be displayed on screen.
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Setup Assistant —ox

1. Welcome
. Online License Activation
2. Version Updates

3. BioConnect Licence Setup X . o X i .
Please enter BioConnect License activation ID and the quantity to activate in the fields

below. Click Activate to continue.
5. Installation Type (Example activation ID format: 1111-2222-3333-4444-5555-6666-7777-8888)

6. Database Configuration a5a1-87b6-29¢4-4251-0d03-dcOb-bab7-36e8 5

7. Service Configurati
ervice Configuration

8. Integration Connections

4. Service Credentials

Existing BioConnect License:

9. System Startup

10. Finish No BioConnect license information found

o]

Offline:

Before installing BioConnect, contact BioConnect at “support@bioconnect.com” to
acquire off-line activation license file.

Copy the license file and save it onto the BioConnect server machine. Click the [Browse]
button to locate the saved license file and [Activate] to validate it. If successful, the
details will be displayed on screen.

Setup Assistant —0Ox

1. Welcome
. Offline License Activation
2. Version Updates

3. BioConnect Licence Setup . . . . ; .
Please browse and open the binary license file. This file is available for download in the

4. Service Credentials BioConnect License Portal .

5. Installation Type Click Activate to validate the license.

6. Database Configuration Click here to browse for license file... Activate

7. Service Configuration Existing BioConnect License:

8. Integration Connections N - . "
No BioConnect license information found
9. System Startup

10. Finish

N

13 of 49
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Trial:

Every BioConnect software install includes a trial, which includes a maximum device
limit of 1 device/reader.

Click [Create Trial License] to begin your trial. Once you reach the Integration
Connections page of Setup Assistant, you'll be asked to select the Access Control
platform being used with your BioConnect system.

Setup Assistant - Ox

1. Welcome

. Trial License Setup
2. Version Updates
3. BioConnect Licence Setup

K . BioConnect Trial is limited to one device support. There is no expiration date.
4. Service Credentials

. Create Trial License
5. Installation Type

~ . Existing BioConnect License:
6. Database Configuration

BioConnect License Information:

7 7 £i i
7. Service Configuration Activation ID: Trial License

8. Integration Connections Level: BioConnect_Trial
9. System Startup ‘-’ETS_IOT\! 10
10. Finish Device Licenses: 1

Activation Date: None
Expiration Date: Permanent
Customizations: None
Issuer: BioConnect

Sold to:

--------------------- End of Step 6: BioConnect License Setup ----- mmmmmmmmmmmmememes

Step 7. Service Credentials

Enter the windows account credentials that you want to use to run the BioConnect

services. This account must be a local administrator on the server on which it is being
installed.

NOTE: If you want to confirm what your current windows account is, open Command
Prompt and type whoami to have it display your current login details:

1. Open Command Prompt
2. Type whoami
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The domain is either the prefix that everyone in your organization uses to login to
windows (Entertech\ywang) or is the local PC name if the account is simply a local
windows account.

[¢+] Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76011]
Copyright (c)> 2009 Microsoft Corporation. All rights reserved.

C:\Users\ywang>whoami Username:

entertech\ywang

C:\UA ss\yuwang > vwang

Domain:
entertech

Setup Assistant - ox

1. Welcome i i

5 Service Credentials

2. Version Updates

3. BioConnect Licence Setu| o . . .
P Please enter the windows credentials that you want to use to run the BioConnect

4. Service Credentials services. If you are using Windows Authentication to connect to the SQL databases,

5. Installation Type this will be the windows account used for connections.

6. Database Configuration . )
This account must be listed in the Administrators group on the local server.

7. Service Configuration

n:
8. Integration Connections Log
9. System Startup Password

10. Finish

Click here to use the default Local System account to run the services.

Step 8. Installation Type
Click [Next] and for this example we'll choose [Express Setup].

Express Setup: This will install a BioConnect SQL Server 2008 R2 instance and
create the BioConnect database automatically. (Recommended)

Custom Setup: This will allow you to choose where the BioConnect database is.
If the database does not already exist, you will have to create it manually using
SQL Management Studio. (See Appendix B for more information.)
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Setup Assistant -0 x

1. Welcome
. Please choose the preferred setup:
2. Version Updates
3. BioConnect Licence Setup
4. Service Credentials We will automatically install BioConnect

Express Setup Cerver for
5. Installation Type and SQL Server for you.

6. Database Configuration
7. Service Configuration This will allow you to customize the

. . location of BioConnect's database. If you
8. Integration Connections Custom Setup are re-installing or upgrading BioConnect,

9. System Startup use this option.
10. Finish

Step 9. Service Configuration

1. Use Default Settings: select this checkbox to activate default settings as
shown below.

Finger Template Type Suprema
Card ID Byte Order LSB
Suprema genl Service Port 8001
Suprema gen2 Service Port 51212
Digitus DuoLock Not Applicable

2. Finger Template Type: click the drop-down menu to select the template
type (Suprema/ISO 198794-2/Ansi 378) you want to use for fingerprint
enroliment.

3. Card ID Byte Order: click the drop-down menu to select the Card ID Byte
Order: LSB (Least Significant Bit) or MSB (Most Significant Bit).

4. Device Service Support: type the port number in the text field for
BioConnect Server to listen. (Be sure that these ports are not blocked by your
fire wall).
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5. Digitus DuoLock: select this checkbox to enable Digitus DuoLock support.
(System will lock Template Type to ISO 19794_2 and CardID Byte Order to LSB
once this checkbox is selected.)

6. Click [Next] to continue with Integration Connections.

Setup Assistant

1. Welcome

2. Version Updates

3. BioConnect Licence Setup
4. Service Credentials

5. Installation Type

6. Database Configuration
7. Service Configuration

8. Integration Connections
9. System Startup

10. Finish

Service Configuration

B Use Default Settings 4* 1

Finger Template Type:

Card ID Byte Order:

Device Support:

4

— 2
—=p 3

Enabled Type Service Port
Suprema genl:

Suprema gen2:

5 &— Digitus DuoLock:

Step 10. Integration Connections

™ et ]

Click Drop-down menu to select your ACM platform and click [Next] to continue with
the ACM Connection Configurations.
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1. Welcome

2. Version Updates

3. BioConnect Licence Setup
4. Service Credentials

5. Installation Type

6. Database Configuration
7. Service Configuration

8. Integration Connections
9. System Startup

10. Finish

bioconnect

ACM Selection

You are currently setup with a BioConnect_Trial license, please select an ACM from the list
below to proceed with setup.

=

ACT ACTmanage

AMAG Symmetry

Avigilon AccessControlManager
Axis A1001

Brivo OnSiteOnAir
FinanceManager

Gallagher CommandCentre
Genetec SecurityCenter
Honeywell ProWatch
Honeywell WINPAK
IMRON 152000

Kantech EntraPass

Keyscan Aurora

Lenel OnGuard
OpenOptions dnaFusion
PACOM GMS

Paxton Net2

PCSC LincPLUS

DeoNosalo.

ACT: Once SQL Server finishes installing and creates the database, you will have to
connect the software to ACT. This is completed by entering the Server IP address and
full server name of the machine running ACT. You must also enter the password for the
Administrator account to ACTmanage. Click [Save] and then click [Next] when you are

ready to continue.

Setup Assistant

1. Welcome

2. Version Updates

3. Installation Type

4, Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish

Connection to ACT

Please enter the Server IP address where ACT services are running. If this is the same
machine that you are installing BioConnect server onto, you can use ‘localhost’.

The Full Server Name can be found by opening ‘System’ in your control panel. This
may also be listed as 'Full Computer Name'.

Server IP: localhost
Full Server Name:
Server Port: 8002

Server User Name: =~ Administrator

Server Password:

AMAG: Once SQL Server finishes installing and creates the database, you will have to
connect the software to Symmetry. This is completed by entering the SQL Server login
details to access the Symmetry ‘multimax’ database. Click [Test] to confirm the
connection, and [Update] to save the configuration.
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Setup Assistant —-ox

1. Welcome
Connection to Amag
2. Version Updates

| 1l n Ty .
3 Installation Type Please enter the SQL Server location of the Symmetry multimax database.
4. Database Configuration
5. Integration Connections
6. Service Credentials Server name:
7. System Startup
8. Finish

Database: multiMax

Authentication: | Windows Authentication

Avigilon: Once SQL Server finishes installing and creates the database, you will have
to provide the IP address for the Avigilon Access Control Manager Appliance/VM. Also
enter the password for the Admin account which will be used by BioConnect to login for
synchronization.

Setup Assistant - ox

1. Welcome
Connection to Avigilon
2. Version Updates
3. Installation Type A .
Please provide the url of the Avigilon ACM that you would like to connect to.
4. Database Configuration

5. Integration Connections Please also provide an Administrator Admin and Password which will be used for
6. Service Credentials BioConnect to connect and retrieve cardholder information.

7. System Startup
8. Finish Controller Address:

Server User Name: ~ admin

Server Password:

Axis: Once SQL Server finishes installing and creates the database, you will have to
connect the software to the Axis 1001 controller. This is completed by entering the IP
address and root level administrator password. Click [Save] and [Next] once you have
entered in these details.
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Setup Assistant —-Ox

1. Welcome
Connection to Axis
2. Version Updates
3. Installation Type .
Please provide the location of the A1001 controller that you would like to connect
4, Database Configuration to.
5. Integration Connections
6. Service Credentials Please also provide an Administrator Admin and Password which will be used for

= BioConnect to connect and retrieve cardholder information.
7. System Startup

8. Finish
Controller Address:

Server User Name:  root

Server Password:

Brivo: Once SQL Server finishes installing and creates the database, you will have to
connect the software to Brivo ACS. This is completed by entering the Server Address,
Login details and Account information (Account is required for ACS Onsite Only). Click
[Save] and [Next] once you are ready to continue.

Setup Assistant - ox

1. Welcome
Connection to Brivo
2. Version Updates

3. Installation Ty) )
nstallation Type Please choose the platform you are integrating with:

Brivo OnAir
@ Brivo OnSite/Aparato

4. Database Configuration
5. Integration Connections

6. Service Credentials

. Lot il

7. System Startup gin Details

8. Finish User Name:
Password:

For OnSite deployments, the login should be an administrator. For OnAir deployments
this should be the XML API login information provided by Brivo.

Server Connection (OnSite Only):

Address:  https//localhost/cgi-bin/acs fegi

Account:

Gallagher: Once SQL Server finishes installing and creates the database, you will have
to connect the software to Gallagher. This is completed by entering the SQL Server
login details to access the Gallagher database. Click [Test] to confirm the connection,
and [Update] to save the configuration. (NOTE: You will need to request SQL Server
Authentication for “"Read Only” rights to the Gallagher database.)
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Setup Assistant —-ox

1. Welcome

) Connection to Gallagher

2. Version Updates

3. Installation Type
Please enter the SQL Server location of the Gallagher databases.By default, Gallagher

Command Centre installs with no access to view the database. You will need to

5. Integration Connections request SQL Server Authentication access to “Read-Only” permissions to view

databases before continuing.

4. Database Configuration

6. Service Credentials

7 System Startup You can request this from Gallagher Technical Support. You will need to provide

8. Finish them with the System Serial number for them to provide this access.
Server name: localhost\GALLAGHER
Database: CCFTCentral

Authentication: | Windows Authentication
Login:

Password:

Genetec: Once SQL Server finishes installing and creates the database, you will have
to connect the software to Genetec. This is completed by entering the Server IP
Address or name where Genetec is installed. You will need to login using the root level
Security Center administrator, and provide the SDK Certificate file. If you don’t have the
certificate file, Genetec Technical Support can provide this to you. Once finished, click
[Save] and [Next] to continue.

Setup Assistant - Oox

1. Welcome
Connection to Genetec
2. Version Updates

Installation Ty
3. Installation Type Please enter the Server IP or name of the Genetec server,
4. Database Configuration

5. Integration Connections The Server account you enter should be the root admin account for Genetec Security
6. Service Credentials Center.

7. System Startup
8. Finish Server Address: localhost
Server User Name:  admin

Server Password:

Save

Honeywell ProWatch: Once SQL Server finishes installing and creates the database,
you will have to connect the software to ProWatch. This is completed by entering the
server address of the Honeywell HSDK. The default value is provided for you if you are
installing BioConnect on the same server where the HSDK is installed. You will also have
to provide the Windows Account credentials of a user who has full permissions within
ProWatch. Click [Save] and [Next] when you are ready to continue.
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Setup Assistant -ox

1. Welcome
Connection to ProWatch
2. Version Updates
3. Installation Type
4. Database Configuration
5. Integration Connections Server Address: http://localhost/HSDKPNLApplicationModule/

6. Service Credentials Server User Name:
7. System Startup Server Password:
8. Finish

Server Domain:

Honeywell WinPak: Once SQL Server finishes installing and creates the database,
you will have to connect the software to WinPak. This is completed by entering the SQL
Server login details to access the WinPak database. Click [Test] to confirm the
connection, and [update] to save the configuration.

Setup Assistant —Ox

1. Welcome
Connection to WinPak
2. Version Updates
3. Installation Type
4. Database Configuration Database API location (path to NCIHelper.dll file):
5. Integration Connections
6. Service Credentials Browse
7. System Startup

N Database Connection (location of the WinPak Database):
inish

Server name:
Database: WIN-PAK PRO

Authentication: | Windows Authentication
Login:

Password:

IMRON: Once SQL Server finishes installing and creates the database, you will have to
provide the Server Address of the 1S2000 server. The default SDK port is 80. Also enter
the location/login details of the IS2000 SQL database for synchronization.
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1. Welcome

2. Version Updates

3. Installation Type

4. Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish

bioconnect

Connection to IMRON
Please enter server port and server IP address or name where the IS2000 service is
running.

The 152000 database connection is required for the initial cardholder synchronize. You
will need to enter the SQL Server location where the database is located and use a login
that allows a minimum of Read Only access.

SDK Server:  127.00.1

SDK Port: 80

Server name:  localhost\SQLExpress

Database: 152000

Authentication: | Windows Authentication
Login:
Password

Test

Kantech: Once SQL Server finishes installing and creates the database, you will have
to connect the software to Entrapass. You will need to provide the URL address of the
Entrapass SmartService location. The below URL example is the default address for an
Entrapass server installed on the same machine as BioConnect. You will then need to

provide the username and password for an Entrapass Operator. Click [Save] to

complete the configuration.

Setup Assistant

1. Welcome

2. Version Updates

3. BioConnect Licence Setup
4. Service Credentials

5. Installation Type

6. Database Configuration
7. Service Configuration

8. Integration Connections
9. System Startup

10. Finish

Connection to Kantech EntraPass

Please enter the Kantech EntraPass REST service endpoint, and user credentials with
administrative access privilege.

Address: http://localhost:8801/SmartService/
User Name:
Password:
< Back Cancel

Keyscan: Once SQL Server finishes installing and creates the database, you will have
to connect the software to Aurora. You'll need to enter the server details for where
Keyscan Aurora is installed. If you're installing BioConnect on the same server as
Aurora, the default will be ‘localhost’ and ‘AURORA’. Next, enter your login credential for
Keyscan Aurora. Click [Test] to confirm the connection, and [Update] to save the

configuration.
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Setup Assistant —-0Ox

1. Welcome
Connection to KeyScan Aurora
2. Version Updates

. In I n Ty,
3. Installation Type Please enter the KeyScan Server Name(IPAddress or Server Name) and Server

4. Database Configuration Instance where KeyScan Aurora service is running. If KeyScan Aurora is located on
the same machine as BioConnect, please leave localhost for the Server Address
Please enter the Username/Password of the KeyScan Aurora software for BioConnect
to use to connect to the Aurora SDK.

5. Integration Connections
6. Service Credentials
7. System Startup

8. Finish
Server Name:

Server Instance: AURORA
Username:

Password:

Lenel: Once SQL Server finishes installing and creates the database, you will have to
connect the software to OnGuard. This is completed by entering the location of the
DataCondulT server (Use “.” if it is on the local machine), as well as the SQL Server
connection for “Read-Only” or higher permissions to view the AccessControl database.
Click [Test] to confirm the connection, and [Update] to save the configuration.

Setup Assistant - Oox

1. Welcome
) Connection to OnGuard
2. Version Updates

3. Installation Ty
nstallation lype Please enter server IP address or name where the DataCondulT service is running.

4. Database Configuration
The AccessControl database connection is required for the initial cardholder

B ' synchronize. You will need to enter the SQL Server location where the Access Control
6. Service Credentials database is located and use a login that allows a minimum of Read Only access.

5. Integration Connections

7. System Startup

8. Finish DataCondulT Server: .

Database Connection (location of the OnGuard Database):
Server name:

Database: AccessControl

Authentication: | Windows Authentication

Login:

Password:

Open Options: Once SQL Server finishes installing and creates the database, you will
have to connect the software to dnaFusion. This is completed by entering the Server
address or name where dnaFusion is installed, and entering the Flex API Key. Click
[Save] and [Next] when you are ready to continue. If BioConnect is being installed on
the same machine as the DNAFusion server, please leave the default Server Address as
is.
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1. Welcome
2. Version Updates

3. Installation Type

4. Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish

bioconnect

Connection to OpenOptions

Please enter the Server Address and Flex API Key. The Flex API Key can be found
within the Flex API application from Open Options.

You will have to create a Client API key within r=the Flex API. You can name this
‘Bioconnect'

Server Address:  http://localhost/

Flex API Key:

PACOM: Once SQL Server finishes installing and creates the database, you will have to
connect the software to GMS. First, you will need to provide the GMS credentials of a
user who has full permissions within GMS. Second, you will need to provide the SQL
instance name and database name of the GMS database. The below example is the
default database values for a GMS server installed on the same machine as BioConnect.
Click [Test] to confirm the connection, and [Update] to save the configuration.

Setup Assistant

1. Welcome
2. Version Updates

3. BioCannect Licence Setup
4. Service Credentials

5. Installation Type

6. Database Configuration
7. Integration Connections

8. System Startup

Connection to PACOM

Please enter a GMS Operator username and password. Below enter the location
details of the GMS SQL database.

Operator Username: | |

Operator Password:

Database Connection (location of the PACOM GMS database):

Server name: localhost

Database: GMS32DBASE

Authentication: | Windows Authentication i
Login

Test

Paxton: Once SQL Server finishes installing and creates the database, you will have to
connect the software to Net2. This is completed by entering the Server IP address or
name of the PC where the Paxton Net2 server is installed. The Server Port should be
8025. This is the default port for communicating with the Net2 SDK. Enter a Net2
Operator (System Engineer Level) account that you want BioConnect to use for

connection to the Net2 system.
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1. Welcome

2. Version Updates

3. Installation Type

4. Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish

bioconnect

Connection to Paxton

Please enter the Server Address (IP Address or Server Name) where the Paxton Net2
services are installed. If you are installing BioConnect on the same server as the Net2
services, leave the address as “localhost’

Please enter the Username/Password of the Net2 *System Engineer” level operator
for BioConnect to use to connect to the Net2 SDK. You can either create a new user
and link them as an operator within Net2, or set a password for the default "OEM
Client” operator and enter the details below.

Server Address: localhost
Server Port: 8025
Net2 Operator:

Net2 Password:

PCSC: Once SQL Server finishes installing and creates the database, you will have to
provide the Server Address of the PCSC LINC-PLUS database. Enter the Server Name
and instance (if applicable), and the desired login credentials.

Setup Assistant

1. Welcome

2. Version Updates

3. Installation Type

4. Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish

Connection to PCSC

Please enter the SQL Server location of the PCSC database.

Server name:
Database: Template_001
Authentication: | Windows Authentication

Login:

Password

RS2: Once SQL Server finishes installing and creates the database, you will have to
connect the software to Accesslt!. This is completed by entering the SQL Server login
details to access the AccesslIt! database. Click [Test] to confirm the connection, and

[Update] to save the configuration.
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1. Welcome
2. Version Updates

3. Installation Type

4. Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish
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Connection to RS2

Please enter the SQL Server location of the RS2 database.

Server name:
Database: AlUniversal

Authentication: | Windows Authentication

S2: Once SQL Server finishes installing and creates the database, you will have to
provide the IP address of the NetBox Controller. Enter the password for the Admin login
for the NetBox which will be used to connect for synchronization.

Setup Assistant

1. Welcome
2. Version Updates

3. Installation Type

4. Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish

Connection to S2

Please provide the location of the NetBox controller that you would like to connect
to.

Please also provide an Administrator Admin and Password which will be used for
BioConnect to connect and retrieve cardholder information,

Controller IP Address:
Server User Name: Admin

Server Password:

Software House: Once SQL Server finishes installing and creates the database, you
will have to connect the software to CCURE. You do this by entering the SQL Server
login details to access the CCURE database. If you are using CCURE 9000 v2.2 or
below, the database name will be SWHSystem. With v2.3 or above, the database will be
ACVSCORE. Ensure to also link the Audit database on the second tab. Click [Test] to
confirm each connection, and [Update] to save the configuration.
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1. Welcome

2. Version Updates

3. Installation Type

4. Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish
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Connection to SoftwareHouse

Database Connection  Audit Database Connection
Location of the SoftwareHouse Database:

Note: CCure 9000 2.2 or below will require the
database name to be SWHSystem.

Server name:
Database: ACVSCore
Authentication: | Windows Authentication

Login

Password:

Stanley: Once SQL Server finishes installing and creates the database, you will have to
provide the Server Address of the SecureNET server. If BioConnect is on the same
machine, you can leave this as “localhost”. The default port for communication with the
SecureNET software is 5150. You must also link the BioConnect.oemkey OEM interface
Key that you created prior to installation.

Setup Assistant

1. Welcome
2. Version Updates

3. Installation Type

4. Database Configuration
5. Integration Connections
6. Service Credentials

7. System Startup

8. Finish

Step 11. System Startup

Connection to Stanley
Please enter the Server IP or name of the Stanley server.

The auth file path should direct to the BioConnect.oemkey that can be created
within the "Manage OEM Interface...” section of SecureNet. This key should have
Read/Write access.

Server Address:  localhost
Server Port: 5150

Auth File Path: Browse

--End of Step 10: Integration Conections-- - - - -

Click [Start] to automatically start the services and complete the first synchronize of all
data from your access control software. If this is an upgrade or reinstall and the
database already has cardholder records, still continue with the synchronize - You will

not lose any templates or data.
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If any problems arise while the system attempts to startup, the diagnostic checklist
below the [Start] button will alert you to the source of the issue.

Setup Assistant - ox

1. Welcome
System Startup

2. Version Updates
3 BioConnect Licence Setup This step will attempt to startup BioConnect. It will check the system’s configuration,
4. Service Credentials license, and connection to both the BioConnect and ACM databases.
5. Installation Type
- Once the startup process is complete, a synchronization will be initiated to pul all
6. Database Configuration o

9 cardholder data from the ACM into BioConnect,

7. Service Configuration

8. Integration Connections Click 'Start' to begin the process. Updates will be displayed below.
9. System Startup
10. Finish Start

Step 12. Finish

Click [Next] and then [Finish] to complete the Setup Assistant. The BioConnect client
will automatically open.

Setup Assistant - ox

1. Welcome
Finish
2. Version Updates
3. BioConnect Licence Setup The BioConnect Setup Assistant has completed! Clicking Finish will close this window
4. Service Credentials and start BioConnect Services
5. Installation Type
6. Database Configuration
7. Service Configuration
8. Integration Connections
9. System Startup

10. Finish

NOTE: The default “root” level account for the client is (case sensitive):

Username: Entertech
Password: Bobcat
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6. Installing BioConnect (Client)

1. Accept the terms and conditions and choose [Client Install].

bioconnect bioconnect

Please choose the installation type:

This will install the "Client” only. When
Client Install connected to the server, the client is

used to manage biometrics for users.

This will install the "Server". The client

you can install BioConnect.
will also be installed at the same time
Server Install
and is required for system maintenance

purposes.

Setup requires 126 MB in:

C:\Program Files (x86)\Entertech Systems\BioConnect

You must agree to the before

I agree to the License terms and conditions.

INSTALL

2. Once the setup completes, click [Finish]. The Setup Assistant will only open if the
client is installed on the server (localhost).

3. Click through the Setup Assistant until you reach the server Settings page. Enter the
IP Address of the Server. This will be used for the clients to connect into the BioConnect
services. Select which ACM platform you're integrating with from the dropdown menu
list. The port typically used for the BioConnect client is TCP:8000. This port will have to
be open on the Server’s firewall for communication to occur.

4. If you are using a BioMini USB Fingerprint enrollment capturing device, please install
the Suprema Fingerprint Scanner Driver included with the BioConnect software package
before connecting the device to the PC.



7. Quick Enroliment
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BioConnect

Menu  Monitoring ~ About

Quick Enrollment

Search for a User:

Chris Alexander

Select a Reader:

Select a reader ...

Finger Enroliment ~ Encode To Card  User Credentials  Face Enrollment

Select a Finger: | Left Index Finger ~

Minimum Quality: | 60

Logged inas: Entertech Located in:  Default

The Quick Enroliment section of the software is where all biometrics are captured. To

enroll a fingerprint:

1. Search for the user you would like to enroll.

2. Choose which reader you would like to enroll from (For BioMini USB scanner
enrollments, you will see the device listed within this list when it is connected to

your PC).

3. Choose which finger you would like to enroll.
4. Click [Enroll]

The enrollment process will ask you to place your finger 3 times. Ensure that you lift
your finger up off the scanner between each scan. Doing this allows for more unique
data points to be captured and creates a higher quality enrollment.

It is critical for the success of the system that good enrollments are captured. Below is

an example of a good enroliment:
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In the above example, you can see that the middle of the finger is placed in the middle
of the scanner. You can clearly see the ridges of the fingerprint and the quality score is
at 100% (Quality scores are only available when enrolling from the BioMini USB
scanner).

WARNING: Placing your fingers too low on the scanner, or not placing the finger flat
create poor enrollments. These will lead to low success rates and could also increase
the possibility of a False Accept (Having a fingerprint show up as another cardholder).
Although this is extremely unlikely, having a high volume of poor fingerprints
(Fingertips) in the software can lead to issues as fingertips do not have as much unique
data as the middle of the finger. Always ensure that you are capturing the best
fingerprints possible during the enroliment phase. These enrollments are going
to be the basis for all fingerprint matching going forward.

For more information about fingerprint enroliment, see Appendix A- Fingerprint
Enroliment Guide
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To enroll a Face, you must have a S — -0
FaceStation device added to Quick Enrollment ) -
BioConnect with the “Enrollment” [y |
option applied within the device : :
settings. v ron ]

Finger Enroliment  Encode ToCard  User Credentials  Face Enroliment

. Enrollment: | Primary M Delet
Face templates are sent to devices

in groups. You can choose which
location groups to send the

templates to — This will send the
templates to all of the devices listed
under that specific location group.

The maximum number of face templates that should be sent to a device for 1:N
matching (Matching with only your face/biometric only) is 1,000. To use more than
1,000 faces in a given location group, a 1:1 verification should be used (Either typing
the BioConnect ID into the device before verifying your face, or by presenting a card to
the device before verification.

You can enroll two face templates per user (Not required). If a user occasionally wears
glasses, it is best to enroll them both with and without glasses.

Delete Templates: Clicking [Delete Templates] will remove all of the user’s templates
from the system and devices. Once the templates are deleted, the user will have to re-
enroll before using the system again.

Sync with Device: Using the Sync with Devices function will re-send the templates to
the appropriate location device groups. If you want to change the device sync locations
after the enrollment process has been completed, make the location changes and click

[Sync with Device].

To continue with software configuration, please see the BioConnect Software
Configuration Guide included within the BioConnect software package.
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8. Installation Troubleshooting

Solution:

The software is performing a number of steps in the background during this stage of
the installation process. Depending on the machine it is installing on, it is not
uncommon for the software to stay on this stage for several minutes. Please be patient
and the software installation will be complete.

Database Import Sync X

Could not connect to Server. Potential causes could be

invahd hcense or services not runn "’;.
The open operation did not complete within the
allotted timecut of 00:00:00.0021685. The time allotted

to thes operation may have been a portion of & longer

tmeout

Solution:
If you receive an error during installation that the BioConnect services are not running,
the best troubleshooting step is to open the BioConnect log file and scroll all the way to

the bottom:

BioConnect Log File Location (Open in Notepad):
C:\Windows\Temp\BioConnect.txt

On the next page you will find a few possible errors and how to resolve them.
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Log Event: “Cannot find the X.509 Certificate using the following search criteria...”

If an older version of BioConnect was previously installed (BioConnect v2.0 or
v2.5), you may have to delete the BioConnect certificate file. Previously this
certificate was generated manually, and now the software automatically handles
this as part of the installation. Follow the steps below to resolve:

Uninstall BioConnect

Click [Start] and type ecmd into the Windows Search

Type certmgr.msc into the cmd prompt window and hit [enter]
Double click the “Trusted People” folder

Right click and delete any certificates labeled “BioConnect” or
“BCClient”

Reinstall BioConnect - The new certificate will be automatically
generated

A NS

o

Log Event: “License System: This system is now expired”

BioConnect installs in a free 30-day trial mode on a new PC. Once this trial is
expired, the services will not start, so you will want to ensure that you have

acquired a license before the end of this period. If the software has already
expired, you will need to contact BioConnect at ™ "
acquire a new license.

to

To manually stop the BioConnect services:

1. Open Task Manager and click the [Processes] tab
2. Choose the “Entertech.BiometricService.exe” process and click [End Task]

To manually start the BioConnect services:
1. Open C:\Program Files(x86)\Entertech Systems\BioConnect\BioConnect Service\

2. Right click on the “startservices.bat” file and click [Run as Administrator]
3. All 6 services will be automatically triggered to start
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9. Additional Assistance

If you encounter issues during the BioConnect installation that were not covered here,
please don't hesitate to reach out to us or visit our support website.

Telephone support is available Monday - Friday from 8:30 AM to 8:30 PM Eastern
to assist with installing, configuring and troubleshooting the BioConnect software. The
technical support team is well versed to assist integrators both during the planning or
post sales stages.

Support Website:

http://www.bioconnect.com/support/

Telephone:

=11

Toll-Free 1-855-ENTERID (368-3743)
.‘I"

Free Phone +44 (0) 8003 688 123
Main Phone +44 (0) 2037 439 123

Email:
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Appendix A- Fingerprint Enroliment Guide

Step 1: Choose Ideal Fingers to Enroll

e For correct positioning of finger on the sensor, it is recommended to use index or
middle fingers.

e Avoid using the Pinky Finger, as it is typically too small for good verification (as
shown in Figure 1).

Figure 1

Step 2: Prepare the Finger for Enroliment

e When enrolling your fingerprint, it is important that
your finger be clean. It is also recommended that the
finger you choose be relatively undamaged and
without scars.
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Step 3: Correct Positioning of Finger on the Sensor

¢ Place on the Center: Position center of fingerprint (core) to the center of the
sensor (as shown in Figure 2).

Figure 2

¢ Maximum Contact Area: Place your finger to completely cover the sensor with
maximum contact surface (Figure 3 shows some examples of correct and wrong
positioning of finger).

e Hold Your Finger Still: Once you place finger on the sensor, hold your finger
still until enrollment process completes.

*Top View O % X

.sideView O X X

!

Fingerprint core

Figure 3
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Good Finger Enroliment

e In Figure 4, you can see that the finger core is placed in the middle of the
scanner. The ridges of the fingerprint clearly identified and the quality score is at
100% (Quality scores are only available when enrolling from the BioMini USB
scanner).

Poor Finger Enrolilment

¢ Placing your fingers too low on the scanner, or not placing the finger flat create
poor enrollments. Examples below shown in Figure 5 will lead to low success
rates and could also increase the possibility of a False Accept (Having a
fingerprint show up as another cardholder).

Enrolled Only Finger Too Narrow Part Enrolled Only Finger
Tip Enrolled Side

Figure 5
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Appendix B- Custom Install (Server)

1. In Server name field, you will need to provide the SQL instance name. The
below example is the default database values for a SQL server installed on the
same machine as BioConnect.

N

In Database field, you can create a name for BioConnect Database. In this

example, we name it ‘BioConnect'.

N oUW

Setup Assistant

1. Welcome

2. Version Updates

3. BioConnect Licence Setup
4. Service Credentials

5. Installation Type

6. Database Configuration
7. Integration Connections

8. System Startup

Select "Windows Authentication” in Authentication field.

Click [Create] to create a new BioConnect Database.

Click [Test] to verify the Server name and Database are configured correctly.
Click [Update] to save the above configurations.

Click [Next] to continue with PACS configuration.

Custom Setup

Database Connection (location of the BioConnect Database):

Server name: localhost\BioConnect a* 1
Database: BioConnect ——* 2
Authentication: | Windows Authentication Ll ——* 3

Create Test

D —
U ¢—
o ¢&—

N
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Appendix C- Windows 7 Compatibility Mode

To make sure BioConnect Service function properly, installer may need to run in
compatibility mode. To perform compatibility mode setting, complete following steps:

1. Right click [BioConnect] program label and select [Properties]
2. Select [Compatibility] Tab
3. Select checkbox “Run this program in compatibility mode for”

4. Click [Apply] to save the above configurations

Security ] Details I Previous Versions
General | Shorteut | Compatibility 2

If you have problems with this program and it worked comectly on
an earlier version of Windows, select the compatibility mode that
matches that earlier version.

Help me choose the settings

Open
Troubleshoot compatibility

— Compatibility mode
ety Open file location
' Run as administrator ||7 Run this program in compatibility mode for: I 3
Fin to Taskbar IWindows XP (Service Pack 3) LI

Pin to Start Menu

Restore previous versions ’ — Settings
» ™ Runin 256 colors

Send to

Cut ™ Runin 640 x 480 screen resolution

Copy ™ Disable visual themes

Create shortait [~ Disable desktop composition

Delete [™ Disable display scaling on high DPI settings

Rename

r~ Privilege Level

Properties

™ Run this program as an administrator

Change settings for all users |
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Appendix D- BioConnect Enterprise Installation

Before you begin ensure you have the following:

BioConnect v3.6 Install Package Contents (Documentation, Firmware Files,
Utilities and Software)

BioConnect Enterprise Level License Activation Code (Provided by BioConnect
upon purchase)

Administrative access to the server you will be installing the software on

Refer to section 5 for BioConnect Master Server and BioConnect Slave Server
installation steps using BioConnect Setup Assistant.

NOTE:

One BioConnect Enterprise Level License will be needed to set up each
BioConnect Master Server (BC MAS) / BioConnect Slave Server (BC SAS).

Trial License currently does not support BioConnect Enterprise installation.

At Step 8- “Installation Type”, select [Custom Setup]. See “Database
Configuration” below for details.

For BioConnect Slave Server (SAS) installation, stop at Step 10- “Integration
Connections” and exit Setup Assistant.

(The SAS installation will not actually connect to any PACS. It will synchronize all
user data from the MAS.)

. In Server name field, you will need to provide the SQL instance name. In this

example, the SQL instance name is ETSDEV-SYMMETRY\BioConnect. (To find out
SQL instance name, log into SQL Server Management Studio as Administrator
and the dialogue window below will show up. Server name here “ETSDEV-
SYMMETRY\BioConnect” is the SQL instance name.)
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-_l Connect to Server E3
Microsoft*

». SQL Server Management Studio . SQL Server 2008 R2

TiRu sta Servertype: | Database Engine

I s Server name: ETSDEV-SYMMETRY\BIOCONNEC
Pin to Taskbar ——
Pin to Start Menu )

——————————— User name I':v"fﬂi;h ywang ;l
Remove from this list P I
Properties I”| Remember password

Connect I Cancel Help Options >>

2. In Database field, you can create a name for BioConnect Master Server/Slave
Server. In this example, we name it “"BioConnect_MAS”".

3. According to the above SQL configuration window, here we can keep
Authentication field as default- Windows Authentication.

4. Click [Create] to create a new BioConnect master server/ slave server in the
database.

5. Click [Test] to verify the Server name and Database are configured correctly.
6. Click [Update] to confirm the above configurations.
7. Click [Next] to continue with Service Configuration.

Setup Assistant - 0O x

1. Welcome
2. Version Updates

3. BioConnect Licence Setup

Custom Setup

4, Service Credentials Database Connection (location of the BioConnect Database):
5. Installation Type
6. Database Configuration Server name: ETSDEV-SYMMETRY\BioConne ‘* 1
7. Integration Connections Database: BioConnect_MAS ** 2
8. System Startup Authentication: | Windows Authentication 3 *—» 3
assword:
Create Test Update

P

=N

|
¥
7
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After completing Bioconnect MAS/SAS Server installation with BioConnect Setup
Assistant, follow instructions below to edit BioConnect MAS configuration file and
complete BioConnect MAS setup.

1. Browse to the following folder:
C:\Program Files (x86)\Entertech Systems\BioConnect\BioConnect
Service\Entertech.BiometricService.exe

2. Open Entertech.BiometricService.exe for editing

. BioConnect Service

oL

~ Program Files (x86) v Entertech Systems v BioConnect v BioConnect Service ~

v l@] I Search BioConnect Service

Organize ¥ &»Open v  New folder = v [ 9'

v Favorites Name “ Date modified Type I Size | l:l
Ml Desktop |%| DigitusSupport 10/20/2016 4:48 PM Data Base File 11KB
& Downloads |%| DigitusSupport.dil 8/17/2016 9:34 AM Application extension 10KB
il RecentPlaces |%| Disruptor.dll 8/17/2016 9:34 AM Application extension 29KB
|%)] Entertech.BiometricSdk.dll 10/20/2016 4:42PM Application extension 100 KB

ﬂ;?lerarles |%)] Entertech.BiometricService.BioStar.dll 10/20/2016 4:44PM Application extension 551KB J
j zz:imenis _; Entertech.BiometricService 11/4/2016 1:05PM XML Configuration File 16 KB
& Pictures |%) Entertech.BiometricService.Dto.dll 10/20/2016 4:42PM Application extension 22KB
ﬁ Videos |%)] Entertech.BiometricService.Entities.dll 10/20/2016 4:42PM Application extension S0 KB
@ Entertech.BiometricService 10/20/2016 4:46 PM Application 3,867KB

1% Computer B Entertech.BiometricService.exe 11/4/2016 12:27PM XML Configuration File

q‘ Network %) Entertech.BiometricService.Mobile.Entities.dll 10/20/2016 4:42PM Application extension 11KB
%) Entertech.CustomAction.CA.dll 8/17/2016 9:35 AM Application extension 243 KB
|%| Entertech.DataAccess.Digitus.dll 10/20/2016 4:42PM Application extension 19KB
|%| Entertech.DataAccess.dll 10/20/2016 4:42PM Application extension 118KB
EJ Entertech.Database_Create 10/20/2016 4:42PM Microsoft SQL Serv... 140 KB
Ej Entertech.Database_Update 10/20/2016 4:33 PM Microsoft SQL Serv... 121KB
|%)] Entertech.Device. Utilities.dll 10/20/2016 4:42PM Application extension 52KB
|%)] Entertech.Devices.BioStar.dll 10/20/2016 4:44PM Application extension 5KB
|%)] Entertech.Devices.Core.dll 10/20/2016 4:43PM Application extension 24KB
) Embmrbacbs DNasican Nisikos Al AN N IINAE A AC DA Ammlisabinm Ascbmmmine 1€ VD LI

Entertech.BiometricService.exe Date modified: 11/4/2016 12:27 PM
XML Configuration File Size: 13.1KB

Date created: 11/4/2016 12:27PM

3. Search for the following line:
</appSettings>
<hibernate-configuration xmIns="urn:nhibernate-configuration-2.2">

4. Add the following immediately above </appSettings>:
<add key="Enterprise" value="true" />
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<add key="Enterprise.MAS" value="true" />

Entertech.BiometricService.exe.config M= 3
[Fle] edt View Debug XML Todls \Window Hep
GEE- B s 2B R = M-C-|> 0
Entertech.Biom...vice.exe.config v X
"BiometricService.AcmSync.DaysToSync" s =

"BiometricService.AcmSync.Schedule"
"BiometricService.Administrator.Enable”
"BiometricService.Administrator.UserName"
"ClientSettingsProvider.SexrviceUri”
"ClientSettingsProvider.ConnectionStri
"Reporting.IsEnabled" va "true® />

"Reporting.ConnectionString” ="Data Source=localhost\BioConnect;Initial Catalog=BioConnect;Integrated Security=True;User ID=;Password=
"true" />

="BioConnect_Trial" />

AMAG_Symmetry" />

n . AMAG_Symmectry.AuditCheck.Enabled"”
try.AudicCheck.Schedule” valu
ectionString® va

0 0/5 * 1/1 * 2 »" />
="Data Source=localhost\BioConnect;Initial Catalog=BioConnect;Integrated Security=True;User ID=;Passwo:

Enterprise® value="true" />
nterprise.MAS"™ value="true” />

t </appSettings>

] <hibernate-configuration xm "urn:nhibernate-configuration-2.2">

=] <session-factory:
<property "connection.provider">NHibernate.Connection.DriverConnectionProvider</property>
<property n "connection.driver_ class">NHibernate.Driver.SqlClientDriver</property>
<property "dialect”>NHibernate.Dialect.MsSql2008Dialect</property>

<property name="connection.connection_string name">NHDataModel</property>
<property name="show_sql">false</property>
<property name="generate_statistics">false</property>

r </session-factory>

| </nibernate-configuration>

£ <logénet>

] <appender ="RollingLogFileAppender®” type="log4net.Appender.RollingFileAppender®>
<file value="C:\\WINDOWS\\Temp\\BioConnect.txt" />
<appendToFile v ="crue” />
<rollingStyle value="Size" />

5. Save and Exit from Configuration File

6. Stop services by right clicking BioConnect Biometric Service and then click [Stop]
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Q,Services I[=] B3
File Acton View Help

BioConnect Biometric Service _Name = | Description | status | StartupType 4|
&} Application Experience Processes ... Manual

pplication Host Helper Service Provides a...  Started Automatic

» Application Identity Determines... Manual

. Application Information Fadlitates ... Manual —l

Description:

Service to handle Biometric devices, as
well as communications between the ACM
and BioConnect.

: Application Layer Gateway Service Provides s... Manual
& Application Management Processesi... Manual
-Q;ASP.NEI’ State Service Provides s... Manual
-S‘J;Background Intelligent Transfer Service Transfers f... Started Manual
S) Base Filtering Engine The Base F... Started Automatic

* ABioConnect Biometric Se

Gervice to ...  Starting  Automatic (D...

Automatic (D...
. Started Automatic (D...
ioConnect Mobile Serve ioConnect... Automatic (D...
ioConnect Remote API Fhis servic... Automatic (D...
ioConnect Service Man: HEE Host servic... Started Automatic (D...
ertificate Propagation All Tasks » [fopiesuse... Started Manual
NG Key Isolation ~— fheCNGk... Started Manual
»COM+ Event System Refresh upports S...  Started Automatic
:COM+ System Applicatio  properties  |Manages t... Manual
» Computer Browser — Maintains a... Disabled
& Credential Manager Help rovides s... Manual
&), CrypKey License Started Automatic
» Cryptographic Services Provides fo... Started Automatic
&, DCOM Server Process Launcher The DCOM... Started Automatic &
d - all

Extended A Standard /
|stop service BioConnect Biometric Service on Local Computer [

7. Restart the BioConnect services by clicking [StartServices] under ‘BioConnect Utilities’
Folder

& Google Chrome -
@ Internet Explorer (64-bit)

@ Internet Explorer

] Windows Update

.. Accessories

., Administrative Tools

.. BioConnect
BioConnect
) Utilities

BioConnect - Service Manager
BioConnect - Service
BioConnect - Setup Assistant
g BioStar Config
E—] Entertech QuickSupport
Os

Services
, Digitus Biometrics Inc

, Maintenance
, Microsoft SQL Server 2008
, Microsoft SQL Server 2008 R2
.. Security Management System
. Startup LI
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After completing Bioconnect MAS/SAS Server installation with BioConnect Setup
Assistant, follow instructions below to edit BioConnect SAS configuration file and
complete BioConnect SAS setup.

1. Browse to the following folder:
C:\Program Files (x86)\Entertech Systems\BioConnect\BioConnect

Service\Entertech.BiometricService.exe

2. Open Entertech.BiometricService.exe for editing

. BioConnect Service !E m

e\ /7 [ ~ Program Files (x86) v Entertech Systems v BioConnect v BioConnect Service v

v l‘EJ I Search BioConnect Service

Organize ¥ & Open v  New folder

18 Computer

E,. Entertech.BiometricService.exe

i

9 XML Configuration File Size: 13.1KB

Entertech.BiometricService.exe Date modified: 11/4/2016 12:27 PM

11/4/2016 12:27PM

XML Configuration File

Date created: 11/4/2016 12:27PM

- ; a
¢ Favorites Name Date modified Type I_I
Ml Desktop %] DigitusSupport 10/20/2016 4:48PM  Data Base File 11KB
& Downloads %] DigitusSupport.dll 8/17/2016 9:34 AM Application extension 10KB
=] Recent Places |%) Disruptor.dll 8/17/2016 9:34 AM Application extension 29KB
%] Entertech.BiometricSdk.dll 10/20/2016 4:42PM Application extension 100 KB
-4 Libraries =
- %] Entertech.BiometricService.BioStar.dll 10/20/2016 4:44PM Application extension 551KB J
| Documents
J“, Music _; Entertech.BiometricService 11/4/2016 1:05PM XML Configuration File 16 KB
& Pictures %] Entertech.BiometricService.Dto.dll 10/20/2016 4:42PM Application extension 22KB
E Videos %] Entertech.BiometricService.Entities.dll 10/20/2016 4:42PM Application extension 50 KB
@ Entertech.BiometricService 10/20/2016 4:46 PM Application 3,867KB

St Network %] Entertech.BiometricService.Mobile.Entities.dll 10/20/2016 4:42PM Application extension 11KB
) %] Entertech.CustomAction.CA.dll 8/17/2016 9:35 AM Application extension 245 KB
%] Entertech.DataAccess.Digitus.dll 10/20/2016 4:42PM Application extension 19KB
%] Entertech.DataAccess.dll 10/20/2016 4:42PM Application extension 118KB
EJ Entertech.Database_Create 10/20/2016 4:42PM Microsoft SQL Serv... 140 KB
EJ Entertech.Database_Update 10/20/2016 4:39PM Microsoft SQL Serv... 121KB
%] Entertech.Device. Utilities.dll 10/20/2016 4:42PM Application extension 52KB
%] Entertech.Devices.BioStar.dll 10/20/2016 4:44PM Application extension 5KB
%] Entertech.Devices.Core.dll 10/20/2016 4:43PM Application extension 24KB
) Embmebmcds Dassican Nimidk e Al 10N IINAE AL AE DA Armmlimabinm mscbmmmine 1 vD LI

3. Search for the following line:

<add name="DefaultConnection" connectionString="Data Source = |SQL/CE|"/>

4. Add the following immediately following <add name="DefaultConnection"

connectionString="Data Source = |SQL/CE|"/>:




bioconnect

<add name="Enterprise.MAS.DB" connectionString="Data
Source=ServerName\Instance;Initial Catalog=ServerName; Integrated
Security=SSPI;"/>

NOTE: ServerName\Instance (Data Source) is an example location, customer will
need to provide the SQL location of the BioConnect MAS database. ServerName
(Initial Catalog) is also an example name, customer will provide the BC MAS database
name.

90 Entertech.BiometricService.exe.config® - Microsoft Visual Studio Tools for Applications 2.0 (Administrator)

Fle Edt View Debug XML Tools Window Hebp
EE-HS JBR[Z2(9-™-|)» ] QPERR D

B

" name="Default">

5. Search for the following line:

</appSettings>
<hibernate-configuration xmIns="urn:nhibernate-configuration-2.2">

6. Add the following immediately above </appSettings>:
<add key="Enterprise" value="true" />

<add key="Enterprise.SAS" value="true" />
<add key="Enterprise.SAS.Segment" value="BC-SAS"/>



Ioconnect.

30 Entertech.BiometricService.config* - Microsoft Visual Studio Tools for Applications 2.0 (Administrator)

Fle Edt View Debug XML Tools Window Hep

PG E-dd | DARZSZ(9- > 0w EEEFIFARARD
E Biom. vice.config* | v x
DaysToS be at least the periocd between ﬂ
1d better p
a s a postive
+ c changes from
3]
o) =
+ erg
<add ki "BiometricService.Administrator. true"/>
<add ki "BiometricService.Administrator.UserName" ="Entertech"/>
<add "ClientSettingsProvider.ServiceUri"” value=""/>
ngsProvider.ConnectionStringName” v e="DefaultConnection"™/>
"Enterprise” va
Enterprise.SAS" va
5 </appSettings>
£] <hibernate-configuration xmlns="urn:nhibernate-configuration-2.2">
=l <session-factory>
<property ="connection.provider">NHibernate.Connection.DriverConnectionProvider</property>
<proper connection.driver_class">NHibernate.Driver.SqlClienctDriver</property>
<proper dialect">NHibernate.Dialect.MsSql2008Dialect</prop >
<proper ="connection.connection_string_name">NHDataModel</property>
<property ="show_sql">false</property>
<proper gene:ate_scatxscxcs'>talse</p::pe:cyﬂ
| </session-factory> _I:‘
< | »

7. Save and Exit from Configuration File

8. Start the BioConnect services by clicking [StartServices] under BioConnect Utilities
Folder

& Google Chrome -

(& Internet Explorer (64-bit)

(& Internet Explorer

£ windows Update

. Accessories

| Administrative Tools

/. BioConnect

BioConnect
| Utilities

BioConnect - Service Manager
BioConnect - Service
BioConnect - Setup Assistant
33 Biostar Config
a Entertech QuickSupport

.. Digitus Biometrics Inc

. Maintenance

| Microsoft SQL Server 2008

| Microsoft SQL Server 2008 R2
. Security Management System
| Startup ~|
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