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BioStar 2.8.12
X-Station 2 Fingerprint model
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BioStar 2.8.12

Support a New Device
X-Station 2 Fingerprint model (XS2-ODPB, XS2-OAPB) 
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BioStar 2.8.13
BioStar 2 Time Attendance Improvements
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BioStar 2.8.13

BioStar 2 Time Attendance Improvements and Bug Fixes

1. BioStar 2 T&A API Improvements
1) Support T&A Report API

• Relevant Article: [BioStar 2 TA API] How to retrieve REPORT in json format via BioStar 2 TA API

2) Update T&A APIs

https://support.supremainc.com/en/support/solutions/articles/24000073530
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BioStar 2.8.13

BioStar 2 Time Attendance Improvements and Bug Fixes

2. Change the TLS version of the T&A Server: V1.2

3. Support Private SSL Certificates with a Specific Passphrase on the T&A Server
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BioStar 2.8.14
IM-120
OpenJDK
Vulnerability Improvements
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BioStar 2.8.14

Support a New Device
IM-120 (Input Module)

✓ Can control up to 12 supervised inputs.
✓ 2 AUX, 1 tamper switch, 2 relays.

• Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

https://support.supremainc.com/en/support/solutions/articles/24000073845
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BioStar 2.8.14

Support a New Device
IM-120 (Input Module)

• Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

Basic Advanced

https://support.supremainc.com/en/support/solutions/articles/24000073845
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BioStar 2.8.14

How to configure Inputs and Linkage

• Prepare a CoreStation (V1.5.2 or above) and IM-120
• Connect via RS-485

• Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

https://support.supremainc.com/en/support/solutions/articles/24000073845
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BioStar 2.8.14

How to configure Inputs and Linkage

Click [IM-120] to configure the Input and linkage setting.

Enter the Name of Inputs you want to connect to the physical inputs and select the option from the [Supervised 
Input Register] list with the switch types.

• Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

N/O: Normally Open
N/C: Normally Closed

https://support.supremainc.com/en/support/solutions/articles/24000073845
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BioStar 2.8.14

How to configure Inputs and Linkage

Set the linkage for relay 0 or relay 1 when there are input detections.
• Fault (cut and short) is only activated when the supervised input is enabled by selecting a resistance value 

in the [Supervised Input Resister].

• Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

https://support.supremainc.com/en/support/solutions/articles/24000073845
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BioStar 2.8.14

How to configure Inputs and Linkage

IM-120 Inputs and Relays Demonstrations

• Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

https://support.supremainc.com/en/support/solutions/articles/24000073845
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BioStar 2.8.14

Input Module Introduction
IM-120 (Input Module)
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Up to V2.8.13

• Oracle JAVA

V2.8.14 and later

• OpenJDK 15

BioStar 2.8.14

Support OpenJDK
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BioStar 2.8.14

Improved security vulnerabilities

• Applied Log4j 2 v2.16.0

• Applied OpenSSL 1.1.1k

• Applied jQuery 3.4.1

• Prevention for SQL Injection attack
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BioStar 2.8.14

Regarding log4j2 vulnerability on BioStar 2

We are using Suprema BioStar version 1.93. Could you inform us if affected by our current 
version?Q1

• BioStar 1.93 and old version of BioStar 1 software are based on C++ programming. There is NO impact of the log4j2 vulnerability.

Should I delete the existing log4j2.yml in C:\Program Files\BioStar 2(x64) (64-bit) 
or C:\Program Files\BioStar 2 (32 bit)?Q2

• You can overwrite the “log4j2.yml” patch file or replace it to the patch file from the linked article.
• Relevant Article: [Security Notice] Regarding log4j2 vulnerability on BioStar 2

I have old BioStar 2 software. Should I use the patch file and follow the guideline?Q3
• BioStar 2.5 or lower version does not use JAVA, so it does NOT fall under the related vulnerability.

"Suprema Fingerprint Scanner Driver 1" is not impacted?Q4
• Suprema Fingerprint Scanner Driver is NOT impacted.

I need to update the log4j2 version to 2.17.0 because of the security reason of our security 
tool.Q5

• We have a patch file of BioStar 2.8.14. Please generate a ticket in the [Suprema Support] website if you need to have the patch file based on 
v2.8.14.

• We will support log4j2 2.17.1 on BioStar 2.8.15 and later.

https://support.supremainc.com/en/support/solutions/articles/24000073765--security-notice-regarding-log4j2-vulnerability-on-biostar-2
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BioStar 2.8.14

Other Major Improvements

• BioStar 2 server performance improvements

• BioStar 2 New Local API Swagger updates

• Support 26-bit Wiegand card migration through [BioStar 1.x to BioStar 2.x Migration Tool].
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Major Bug Fixes
BioStar V2.8.12 – V2.8.14



© 2022 Suprema Inc. All rights reserved.

Major Bug Fixes

BioStar 2.8.12

1. The logo image was not displayed in the email when issuing the visual face enrollment link after setting a company logo in the Visual Face 
Mobile Enrollment under EMAIL SETTING. (Affects version: v2.8.11)

2. An error message was not displayed when a user tried to upload a company logo image which exceeded a maximum capacity of 5 MB. 
(Affects version: v2.8.11)

3. The QR Use value was not updated in the database when connecting X-Station 2 to BioStar 2 for the first time. (Affects version: v2.8.11)

BioStar 2.8.13

1. When returning to the individual summary report and edit history report list after checking details of a selected report, the item selection did 
not work properly in the list. (Affects version: v2.7.10)

2. Punch out rounding setting was not applied to the individual summary report. (Affects version: v2.8.5)

3. T&A synchronization was abnormally interrupted when BioStar 2 was upgraded to v2.8.9 or later under the following conditions. (Affects 
version: v2.8.9)

• BioStar 2 v2.8.5 or later / Use MS SQL Server database / Connect the Wiegand Reader 1 to DM-20

4. When using MS SQL Server database, T&A synchronization was abnormally interrupted if a large number of user data was deleted. (Affects 
version: v2.8.9)

5. When deleting a user or user group, T&A synchronization was abnormally interrupted because the related data was not completely deleted. 
(Affects version: v2.8.9)

6. Wiegand devices connected to the DM-20 were not displayed on the Time & Attendance device list. (Affects version: v2.8.9)
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Major Bug Fixes

BioStar 2.8.14 (1)

1. When using the 'Specific Devices' Automatic User Synchronization option, it did not sync if the user ID contains some symbols (_) (Affects 
version: v2.7.11).

2. When using the 'Specific Devices' Automatic User Synchronization option, the synchronization logic operated as 'All Devices' when executing 
Write Smart Card (Affects version: v2.7.11).

3. Chrome autocomplete function was mapped incorrectly in the information input field on the Add User screen (Affects version: v2.7.8).

4. Some languages were displayed as question marks in Audit Trail when using MS SQL Server database (Affects version: v2.7.0).

5. When using the Visual Face as a user profile image, it exceeded the allowed size of the profile image and did not sync to devices (Affects 
version: v2.8.6).

6. When setting the logo image as the home screen for FaceStation F2, the image was not applied in the correct resolution for the device 
(Affects version: v2.8.6).

7. It was not possible to enter uppercase letters in the server address when using 'Device → Server Connection' (Affects version: v2.7.0).

8. Custom user field data was not reflected in the T&A report (Affects version: v2.8.3).

9. Fixed an issue where key values were exposed when fetching smart card layouts using API. (Affects version: v2.0)
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Major Bug Fixes

BioStar 2.8.14 (2)

10. The server crashed intermittently.
• C server crash occurred when database inquiry failed while creating user group cache (Affects version: v2.0).
• Lock handling was missing in serviceTask JsonResult (Affects version: v2.0).

11. When running ‘Manage Users in Device’ by selecting a device that supports only cards, the status of the user with the enrolled fingerprint was 
displayed as ‘Different’ (Affects version: v2.0).

12. When generating more than 10 events by selecting ‘Input (Event Name Change)’ in the Trigger & Action settings of CoreStation, it did not 
work properly. (Affects version: v2.8.8)

13. When using server matching with FaceStation 2's authentication mode set to Card+Face, the face authentication mode did not work after 
card authentication (Affects version: v2.8.6).

* This modification will be applied to devices with firmware version 1.5.1 or later installed.

14. During ‘All Devices’ Automatic User Synchronization, the access group and door synchronization results were not updated intermittently 
(Affects version: v2.0).

15. Devices were disconnected when the amount of data was large during Automatic User Synchronization (Affects version: v2.0).

16. When adding a user using API, it was possible to create a user ID with a value not supported by BioStar 2 (Affects version: v2.8.1).

17. When importing users with CSV import, ‘Upload successful’ message was displayed even if there was information that was not updated 
(Affects version: v2.3.0).
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Major Bug Fixes

BioStar 2.8.14 (3)

18. When a device that does not support the intelligent slave sent OSDP ID as an invalid value, BioStar 2 initialized the value to 0, updating RS-485 
settings and disconnecting the existing RS-485 connection (Affects version: v2.8.10).

19. Even though the server matching is supported, the function was not displayed on the settings of BioStation 2 (Affects version: v2.2.2).

20.When a user has abnormal profile image, the user sync process was not finished properly (Affects version: v2.8.0).
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Upcoming BioStar2 Introduction
BioStar V2.8.15 and Later
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Upcoming BioStar2 Introduction

BioStar 2.8.15

1. Support Log4j 2.17.1

2. Improve the BioStar 2 operation when using the 'Specific Devices' Automatic User Synchronization option

Expected Release Schedule: End of February
* This version is an urgent release. Bugs which you were informed to be fixed in V2.8.15 before January 15, 2022, will be fixed in V2.8.16 or later.

BioStar 2.8.16

1. Improve issues which were fixed in V2.8.15
• Items informed before January 15, 2022

2. Support X-Station 2 as Slave of CoreStation

3. Improve deleting unassigned cards

Expected Release Schedule: April

BioStar 2.8.17

1. Improve BioStar 2 Time Attendance issues which were fixed in V2.8.16
• Items informed before January 15, 2022

Expected Release Schedule: TBD
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Suprema Webinar
BioStar 2 API New Features
TA API with V2.8.13
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TA API Swagger
In addition to BioStar 2 New Local API,
BioStar 2.8.13 was released with TA API for TA tasks.
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TA API Swagger

What is BioStar 2 TA?
BioStar 2 TA Beginner (Crash Course) 
provided at Suprema Technical Support Portal
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TA API Swagger

BioStar 2 TA API development background
- Partners had to update TA information in their BioStar 2 in order to create reports that will be used for their integrations.
- By providing API’s to update their TA reports, Suprema provides convenient interface for the integration users.

- BioStar 2 TA API had been added with BioStar 2.8.13.
- Users can use TA API without any installation.
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TA API Swagger

TA API Swagger :   https://(BioStar 2 IP):(TA Port)/docs/#

https://localhost:3002/docs/#              ||                https://(Your BioStar IP) :3002/docs/#               ||         https://127.0.0.1 :3002/docs/#     
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TA API Main 
Features
- Login
- Time Code
- Shift
- Schedule Template
- Rule
- Schedule
- Holiday
- Leave
- Punch Log
- Report



© 2022 Suprema Inc. All rights reserved.

/login/sso

/login

TA API Main Features

Login

1. /login
2. /login/sso -> Login Using Single Sign On

‘Bs-session-id’ from 
AC API login 

response

You must enter 
USER ID.

Not a login ID

1

2
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TA API Main Features

Time Code

GET /pay_codes
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TA API Main Features

Time Code

POST /pay_codes

Configurable
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TA API Main Features

TA API Main Features

They are configurable!!
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Report.json
Daily
Edit History
Leave 
Exception
Individual
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Report.json

Report Types
1. Daily Report
2. Edit History Report
3. Leave Report
4. Exception Report
5. Individual Report

Possible Report Types via API
1. REPORT_DAILY
2. REPORT_DAILY_SUMMARY
3. REPORT_INDIVIDUAL

• Report_filter_type: INDIVIDUAL_FILTER_SUMMARY
• Report_filter_type: INDIVIDUAL_FILTER_DETAIL

4. REPORT_INDIVIDUAL_SUMMARY
5. REPORT_LEAVE

• Filter: {time_code_id}
6. REPORT_EXCEPTION
7. REPORT_EDIT_HISTORY
8. REPORT_WORKWEEK



© 2022 Suprema Inc. All rights reserved.

Report.json

Report Types
1. Daily Report
2. Edit History Report
3. Leave Report
4. Exception Report
5. Individual Report
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Report.json

Report Types
1. Daily Report
2. Edit History Report
3. Leave Report
4. Exception Report
5. Individual Report
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Report.json

Report Types
1. Daily Report
2. Edit History Report
3. Leave Report
4. Exception Report
5. Individual Report
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Report.json

Report Types
1. Daily Report
2. Edit History Report
3. Leave Report
4. Exception Report
5. Individual Report

Pay Code ID 
is required
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Report.json

Report Types
1. Daily Report
2. Edit History Report
3. Leave Report
4. Exception Report
5. Individual Report
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Report.json

Report Types
1. Daily Report
2. Edit History Report
3. Leave Report
4. Exception Report
5. Individual Report
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BioStar 2.8.14

Things to know

• /tna/report.json API does not export any 
documents(CSV, PDF…etc.)

• /tna/report.json API only returns the appropriate 
report information in JSON format to the response 
body.

• /tna/report.json API can return different type of 
reports according to the input(request body).

• /tna/report.json API for LEAVE REPORT requires 
PAY_CODE_ID in its “filter” parameter.

“Report_Type” values:
• REPORT_DAILY
• REPORT_DAILY_SUMMARY
• REPORT_INDIVIDUAL
• REPORT_INDIVIDUAL_SUMMARY
• REPORT_LEAVE
• REPORT_EXCEPTION
• REPORT_EDIT_HISTORY
• REPORT_WORKWEEK
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BioStar 2 <> Postman 
DEMO
Let’s compare BioStar 2 T&A Report and API Report
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BioStar 2.8.14

Things to know

• Daily Report                                                                  

• Individual Report

• Leave Repot

• Exception Report

• Modified Punch Log 
History

• "report_type": "REPORT_DAILY"

• "report_type": "REPORT_INDIVIDUAL"

• "report_type": "REPORT_LEAVE"

• "report_type": "REPORT_EXCEPTION"

• "report_type": "REPORT_EDIT_HISTORY"
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Q&A



© 2022 Suprema Inc. All rights reserved.

How can you ask questions during a webinar?
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