surrema c(@Pnect

BioStar 2 System
- Access Control Basic

Speaker

Jake Kim
Technical Consulting Engineer | Suprema

© 2023 Suprema Inc. All rights reserved.



suPrema c@nect

Contents

O1 | What is Access Control?

02 | BioStar 2 System Introduction

O3 | BioStar 2 Installation & Main Functions
O4 | BioStar 2 User Menu & Device Menu

O5 | Configure Access Group in BioStar 2



gg PM 03.29 56

"03:29

Tuesday, 09/21

What is Access Control? ‘

SuPrremao

© 2023 Suprema Inc. All rights reserved.



What is Access Control?
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. Whatis Access

Answer) Achieving the security in a
building

7% \.")A.l

W 'Mobile identification |-

© 2023 Suprema Inc. All rights reserved.

[ Biometric access control |

N @

- {Floor access control (Elevator) |

ith a visitor management system |
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What is Access Control? @

Il. How can | achieve the

Answer) By controlling three
components

Access Control
system
can do it!
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BioStar 2 System Introduction

= What is BioStar
2?

Answer) Security platform by Suprema

BioStar 2 {8} settings g% Port (@ Avout () Help

Administrator

Dashboard

22 23

24 25 26 27 28
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BioStar 2 System Introduction

» Remarkable features on
BioStar 2

1. Web-based open security platform

2. Can utilize and combine various credentials such as Card, PIN,
QR, Mobile, Fingerprint and Face

3. Support one of types either Maria DB(default) or
MSSQL(optional)



BioStar 2 Installation
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BioStar 2 Installation

v' BioStar 2 server can be accessed by entering “https://server IP:port number”
into a web browser (e.g. https://192.168.116.27:443)

Note that
The port number is predefined during the installation of BioStar 2

v' Itis highly recommended that the combination of “Chrome as a web browser
& HTTPS as applied protocol” is utilized to get more security when using

BioStar 2
Note that

Chrome s installed automatically after installing the BioStar 2

v" When accessing to BioStar 2 server using Chrome via HTTPS, it is highly
recormmmended that a ceftificate is installed to make all sending/receiving data

For getting the details, refer to webinar [BioStar 2] Essentials for Entry Level |

© 2023 Suprema Inc. All rights reserved.


https://www.youtube.com/watch?v=OuhFklzrKT8
https://www.youtube.com/watch?v=OuhFklzrKT8

. . surrema c@@nect
BioStar 2 Installation

v" Recommend that watch the three webinars below to get detailed information such as
installation of BioStar 2 and activating license

G [BioStar 2] Webinar: BioStar 2 Basic for Beginner |
Suprema

Q [BioStar 2] Essentials for Entry Level | Suprema

€ [BioStar 2] Webinar: BioStar 2 AC Beginner (Crash
Course)

© 2023 Suprema Inc. All rights reserved.


https://www.youtube.com/watch?v=wKzQBnJ43aw
https://www.youtube.com/watch?v=wKzQBnJ43aw
https://www.youtube.com/watch?v=OuhFklzrKT8
https://www.youtube.com/watch?v=f24Z05kKvtA
https://www.youtube.com/watch?v=f24Z05kKvtA

BioStar 2
User & Device Menu
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BioStar 2 User & Device Menu

= Basic function

= Settings: detailed settings such as license, account, etc.
= Port: manage the port address
= About: check your version of BioStar2

BioStar 2 {:c:)} Settings Egﬁ Port ® About ® Help

Manage user, device
access control, and other Dashboard
security functions ,

Overview
Note th at 23 April 2023 ~ 29 April 2023
It needs to purchase a 10
specific license key to s
use specific functions :

such as zone .

23 24 25 26 27 28
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BioStar 2 User & Device Menu

= Basic function
.  USER

BioStar 2 {8y settings 2 Port (?) About (F) Help

All Users

User

All Users 11

- [1s] MName
Group 1 4

| 1 Administrator
Group 2 3

| 2 User E
Group 3 ]

| 3 User A

| = User B

| & User C

| 6 User D

| 7 User F

v' Can add users by clicking ADD USER in BioStar 2

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

Basic function

. USER
@ Information

= QOperator Level : Assign specific authorization such as administrator and user

operator.
= Access Group: Assign specific Access Group among configured Access Groups in

ACCESS CONTROL

Information
. Name User C + Email jhkim7@suprema.co.kr
+ Department * Thie
. ID + Telephone +82-123-4567
+ Group Groun 2 + Status W) Active
+ Add Photo ) o H
+ Period 2001/01/01 00:00 | . | 2030/12/31 23:50 B

Operator Level Administrator Access Group GROUFP B
" P

Login ID

Password

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

Basic function

. USER
@) Credential

= PIN (Personal Identification number) = Auth

a) A number set by individuals for gpﬁéj\ﬁce Default: supported by an added device

g thentication o
It can be used only as a combination of other b) Private Mode: selected by individual
credentials but can’t be used solely

Credential

PIN

+ Auth Mode ( Device Default

+ Credential

+ Fingerprint f@ + Face 0 + Visual Face g + Card E + Mobile i + QR/Barcode ::'f.;:

+ 1:1 Security Level . Device Default

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

= Basic function

. USER
@) Credential

Example)

If two auth modes are activated simultaneously
“Private mode = Fingerprint
Device default = Fingerprint + PIN,”

Fingerprint (Private mode) is only applied for
authentication
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BioStar 2 User & Device Menu

= Basic function

. USER
@ Credential HOW tO en rO“?

= Credentia

z!) Enroll credential(s) to be applied when trying to

BY BeitindfeBioStar 2 sup[:[orts total of six types of
credentials

Credential

- [] P
+ Auth Mode .) Device Default

+ Credential

+ Fingerprint f@l +Face o + Visual Face g + Card E + Mobile i + QR/Barcode r:‘g
i e

* 1:1 Security Level . ) Device Default

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

Basic function

€) How to enroll the credential
« Device BicEntry W2 544134197 _ —

]_) . Quality ( - 80 a)
Fingerprint
. | | View Image

a) Select a device to apply your c)

fingerprint Enroll Fingerprint

b) Click Add and then click 1st

b) Validate
c) Click Scan and enroll your Duress
fingerprint
via the selected device
d) If the quality score exceeds 80, d)

click Enroll to complete the
process. cnnm‘

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

Basic function

. USER

€) How to enroll the credential

+ Device FaceStation 2 5423549?5_ -
2) Face

+ Face Pose Variation | [ ] & a)

a) Select a device to apply Enroll Face

face
—— c)
+ Add

b) Click Add and then click 1st Delete

b) Use as Profile Image

c) Click Scan and enroll your
face
via the selected device

d) Then click
Enroll d)

Cancel

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

Basic function

© How' v X
€) How to enroll the credential SR .

3) Visual Face . Device Q@)

a) Select a device to apply Enroll Visual Face

b) Click Add and then click 1st S c)
c) Click Scan and enroll your face via the b) Delete
SeleCted deVice Or Use as Profile Image

Drop image here

Click Upload Image if you want to use the image|
fc'llfThen click
d)

FaceStation F2 and BioStation 3 only support Cancel

© 2023 Suprema Inc. All rights reserved.

Note that




BioStar 2 User & Device Menu
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= Basic function

. USER
€ How to enroll the credential

3) Visual Face

Other methods to
es/nl':rrgcl)ll in visual face by CSV Import

v Enroll in visual face by Visual Face Import

v Enroll in visual face via Mobile Enrollment

v To get more details on other methods t

© 2023 Suprema Inc. All rights reserved.

refer to the following article: How to ust

Print

Column Setting
LSV Export

CSVY Import

Visual Face Import
Data File Export

Data File Import

Send Visual Face Mobile Enrollmen

Visual Face Migration



https://kb.supremainc.com/knowledge/doku.php?id=en:how_to_use_face_credential_correctly_for_biostation_3&s%5b%5d=visual&s%5b%5d=face
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BioStar 2 User & Device Menu

Basic function

. USER
€) How to enroll the credential

Enroll Card

4) Card : In case of using a card

reader (
« Card Typ CSN a
a) Select a Card Type to be o )
regISte red * Registration Register by Card Reader b)
b) Select Register by Card Reader \_Option
+ Device FaceStation F2 547840143 _ c) v

c) Select a device to enroll the card
Information

d) Then click Read Card. . CardID
After that, you can see your Card=

e) Click
Enroll

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

Basic function

. USER
€ How to enroll the credential

4) Card : In case of using a card

reﬁfjofe

t\béloStar 2 can process 3rd party QR as Card ID by enabling
the option in BioStar 2

QR/Barcode

« Use QR/Barcode Fnabled « Scan Timeout . 4 sec

or to the relevant article : Added the Use QR as Card



https://support.supremainc.com/en/support/solutions/articles/24000076683
https://support.supremainc.com/en/support/solutions/articles/24000076683
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BioStar 2 User & Device Menu

. - A Pportal
= Basic function
- USER Fom
€ How to enroll the credential
@ Users v
5) Mobile
Step 1. Set the configuration in Airfob Control Center v Site Profile C)
portal

a) Access to the Airfob portal g
(https://portal.airfob.com) .
and make an account :

b) Log in to Airfob portal and then create a Site 8= User Template

« Site Name Suprema

R Card Template

. . . . + Site Type Regular
c) Check the Site ID of Site in Settings

Credential Settings
& Admin

HE site

+ Country

© 2023 Suprema Inc. All rights reserved.


https://portal.airfob.com/
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BioStar 2 User & Device Menu

= Basic function

. USER
€) How to enroll the credential Settings
5) Mobile — —

) QIR 5 B8
Step 2. Set the Con‘ﬁgu ration in ACCOUNT PREFERENCE CARD CARD FORMAT SERVER
BioStar 2

a) Log in BioStar 2 and go to MOBILE ACCESS in For Y h 7N —, M\
Settings . :

b) Activate Mobile Access « Mobile Access

Setting . )

c) Put specific information “Site ID, Password,

and Ema_il”_

Genaral

+ Mobile Access Setting + Site Type

+ Domain

 Device Registration




BioStar 2 User & Device Menu

Basic function

. USER
€) How to enroll the credential
5) Mobile

Step 2. Set the configuration in
BioStar 2
e) Select a user and put the Email

« UserC

Information

Name U C
Department
)
Group Group 2
+ Add Photo ) ) ) o
+ Period 2001/01/01 00:00 | .~ | 2030/12/31 23:50 |HH

You can use User ID as a Card ID by clicking Use

surrema c@@nect

Enroll Mobile Access Card X

« Card Type

Registration
Option

+« Card ID

CSN Mobile

Enter Manually

jhkim7 @suprema.co.kr

-

Use User ID
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BioStar 2 User & Device Menu

= Basic function I =
. USER SS—
© How to enroll the credential User € O
5) Mobile =

Step 3. Apply mobile access

card
a) Download Airfob application in your
mobile
b) Check email inbox registered in Step 2 and find a notice mail flom Airfot " -
portal \ W
for activating mobile access card PR
c) Download the mobile access card on your mobile by clicking the link « @ W
in the mail. Suprema
And vou can fing nroll the mobile 3 Z116

Note that | |
Refer to the following article to get the details : How to Use Suprema Mobile

ACCesSS

© 2023 Suprema Inc. All rights reserved.


https://kb.supremainc.com/knowledge/doku.php?id=en:how_to_use_suprema_mobile_access&s%5b%5d=mobile&s%5b%5d=access&s%5b%5d=license
https://kb.supremainc.com/knowledge/doku.php?id=en:how_to_use_suprema_mobile_access&s%5b%5d=mobile&s%5b%5d=access&s%5b%5d=license

) i surrema c@@nect
BioStar 2 User & Device Menu

= Basic function

. USER
€) How to enroll the credential

)
By [sersureseos I .
Y

a) Go to EMAIL SETTING of Setting in

Biostar 2

b) Click SMTP .
settin To send the QR generated in

C) Put%we information in the BioStar 2

popup ' i °
R Gon to the user directly via email
d) Enable QR and put the

mformatlon
in theromees - ' i +82-123-45678

SMTP Option

Sender Information c)

© 2023 Suprema Inc. All rights reserved.



https://kb.supremainc.com/knowledge/doku.php?id=en:how_to_configure_smtp_and_test_the_recipient_address&s%5b%5d=smtp
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BioStar 2 User & Device Menu

Suprema QR code

Basic function

. USER
€ How to enroll the credential
6) Here is your QR Code
QBep 2. Issue s o N
%3 Add a device in For usi
loStar 2 . ard
E) Select a user and put the Emgil 3" par

c) Click QR/Barcode in Credential. Ahd sele
either

BioStar 2 QR or arcode
d) If selecting BioStar 2 QR, select the type

ID
either Use random Card ID or Enter Mar

And then enroll the card and apply for it

e) Check email inbox registered in b) and
download the attached QR in the email f Scan QR Code

© 2023 Suprema Inc. Al rights res%eijo Sta r 2
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BioStar 2 User & Device Menu

Basic function

. USER
€ How to enroll the credential

6)
RNote

thatstation 2 and Biostation 3 only support QR as a

credential
v You can use 3" party QR as well as BioStar 2 QR if the below requirements

e §atigfied based on printable ASCII
characters

© 2023 Suprema Inc. All rights reserved.


https://kb.supremainc.com/knowledge/doku.php?id=en:how_to_use_third_party_qr&s%5b%5d=qr
https://kb.supremainc.com/knowledge/doku.php?id=en:how_to_use_third_party_qr&s%5b%5d=qr
https://kb.supremainc.com/knowledge/doku.php?id=en:how_to_issue_biostar_2_qr&s%5b%5d=qr
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BioStar 2 User & Device Menu

= Basic function

II. Device

v' Can add a device to be used for

authentication .
v Can select the proper way to eifther SEARCH DEVICE or ADVANCED

BioStar 2 (o) Settings 695 Port @ About @ Help
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BioStar 2 User & Device Menu

= Basic function

II. Device
@ Adding a

i) SEARCH DEVICE :

A Search and select devices

[ in the list of devices
: :' e connected
T Wit liek'SEARCH
e ' B)EgleleeEct a DEVICE
S s c) Click ADD

*Set IP

v Use DHCP:

Can keep “Use DHCP”
3 v Device to Server:
Can use “Device to

© 2023 Suprema Inc. All rights reserved. Server”
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BioStar 2 User & Device Menu

Basic function

II. Device

ii) ADVANCED SEARCH :

3 3 AnDeves | o s s Can add devices directly
sostaton 47840761 (9 — - using by IP address of the
_ — — ~ device
Advanced Search X
= a) Click ADVANCED

SEARCH
b) Put the IP address of
some

343619918  FaceStation F2 5435619918 (192.1. All Devices FaceStation F2

Device ID. And click Add

© 2023 Suprema Inc. All rights reserved.



BioStar 2 User & Device Menu
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= Basic function

II. Device
@) Network

Network

[ vseDkeP

+ IP Address - + Subnet Mask

* Gateway + Device Port

+ DNS Server Address

Device p Server Connection

+ Server Address + Server Port

+ Baud Rate
© 2023 S

1) TCP/IP:
Can select either DHCP or static |
after adding a device

2) Server:
Can set Device to Server mode
after adding a device

3) Serial:

Can set either Master device
or

Slave device or Intelligent
reader

To get details of Serial,

rnfFAar +A FlhAa nAvE R aA FA -
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BioStar 2 User & Device Menu

Basic function

II. Device
@) Network

3.

Serial

+ RS485 + Baud Rate 115200

thantiantian

v Master: Operate as a master device that can search and add a slave device
v Slave: Operate as a slave device that can be searched and added to a master device

v' Default: Operate as an Intelligent slave as well as factory default mode

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

Basic function

II. Device
@ Network
3)

Seri
\/alTo set Master and Slave
devices,

Example) )

— - —~

2 1y Al Devices Deice Tye

(Master/Slave)

okt W2 514131_19- Ml Devces BoErry W2

BioLite N2 534761744

B DeiceDd Name

g | sosty s

] saaraug

I Bt N EgTE T

S38761744 All Devices BioLite N2

. Mialfbakian B CATRIATLY

© 2023 Suprema Inc. All rights reserved.
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BioStar 2 User & Device Menu

= Basic function

II. Device
@) Network

3)
Se\r}allntelligent

-S\)Wl%n a Suprema device (using biometric authentication) is connected with 3 party
Access Control Unit, it can be operated as an intelligent slave by selecting “Default” in
Serial.

* Intelligent slave can perform authentication and provide the result to the 3 party ACU.
And it can save the user’s information

« Don’t need to be customized if Biostar2 is used over v.2.8.10 and the over specific F/W is
applied to some device

Note that
For more details, refer to the following article: Intelligent Slave

© 2023 Suprema Inc. All rights reserved.



https://kb.supremainc.com/knowledge/doku.php?id=en:intelligent_slave_support&s%5b%5d=intelligent&s%5b%5d=slave
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BioStar 2 User & Device Menu
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= Basic function
II. Device
®
Authentication
Authentication
1) 3
)
@
] &
y

2) « Full Access 4/) Disable
3) + Server Matching () Inactive

© 2023 Suprema Inc. All rights reserved.

Always

Always

Always

+Add

1) Auth mode:
Can configure either single or
combination of credentials for

authentication
2) Full Access:

If enabled, all users enrolled in the
device can be accessed regardless of
the pre-set Access Group

Unable 1o enable full access for
Device included in Access Level [

Floor Level. [ 302 )
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BioStar 2 User & Device Menu

= Basic function

II. Device

®
AutBentications on server

m\?tmlenrgusing Server Matching, It is highly recommendgd that NOT use Automatic User

idTa¥a)

<« Server
General

+ BioStar 2 IP Address Any -
+ BioStar 2 Port 51212

+ Session Timeout &0 Min

User/Device Management

v' If using Automatic User Synchronization, the user’s data in the server is transferred to all added
devices.
o 2oz suprema e Al st esened Consequently, the purpose of using Server Matching is lost
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Configure Access Group
in BioStar 2
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Configure Access Group in BioStar 2 suprema c(@nect

= The prior-knowledge

v" If you want to secure a building, it can be achieved by controlling the where(place),
when(time), and who(person)

v' BioStar 2 provides the specific function ACCESS CONTROL to control the above three
components

v The final target of using ACCESS CONTROL is to configure the specific Access
Group

Set

Access Level and Set

Achieve
Security

Access Group

© 2023 Suprema Inc. All rights reserved.
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= How to configure - In case of NOT applying

lt%(p)r l gék the license

v" If you want control more than 5 doors, you need to purchase the proper license based on the

kI\IAIAl Lﬂkll\

Starter . . .
ltems (F ] Basic Standard Advanced Professional Enterprise
ree
Max. User Unlimited Unlimited Unlimited Unlimited Unlimited Unlimited
Max. Device 1,000 1,000 1,000 1,000 1,000 1,000
Max. Door 5 20 50 100 300 1,000
Acces Jone - - Supported Supported Supported Supported
S Elevator - - - Supported Supported Supported
;:‘Dmm Graphic Map - - - Supported Supported Supported
Server Matching | - - - Supported Supported Supported
Cloud - - Supported Supported Supported Supported
Local AP
- - Supported Supported Supported Supported
Server

v" If you need to purchase a license more than Basic, please contact our certified partner or
our sales representative

© 2023 Suprema Inc. All rights reserved.
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= How to configure — In case of NOT applying

l%(p)rz lﬁ user and device (Refer to chapter 04)

1) Go to USER and click ADD

USER
2) Enter the information and enroll applicable 2)
credentials
All Users
z'OUD; O 1 Administrator - .
Grouru 3 0 2 User E - = il
0 - - L — -
| Us
O s User C |I - Credential
O Us - . e
O User F Auth Mode
™ g User G e | gt | erace @ || ovewirce [1 || o G| ootte [ +owowae
O Us
] 0 User |
] BTSN e

© 2023 Suprema Inc. All rights reserved.
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= How to configure — In case of NOT applying

loor ley
E p 2. S‘ user and device (Refer to the
chapter 04)
3) Go to DEVICE and add the devices by using either SEARCH DEVICE or

FAJ.'"'!I NCLC D O ARCH )
All Devices

[5] SEARCH DEVICE

All Devices

' BioEntry W2 44134197 (19

544134197 BioEntry W2 544134197 All Devices BioEntry W2
l BioLite N2 538761744

[ ] 538761744 BioLite N2 338761744 All Devices BioLite N2
l BioStation 3 547840761 (19,

: 347820761 BioStation 3 547840761 - All Devices BioStation 3
g FaceStation 2 542196430 (1.

: 542196430 FacaStation 2 542196430 - All Devices FaceStation 2
E FaceStation 2 542354975 (1

| 542354975 FaceStation 2 342354975 - All Devices FaceStation 2

© 2023 Suprema Inc. All rights reserved.
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= How to configure - In case of NOT applying

foorlevel
doors
1) Go to DOOR and click ADD

DOOR

2) Enter the information and select the applicable
configuration

BioStar 2 @ Settings EQE Port @ Al

Configuration
|I + Entry Device
+ Door Relay(s
+ Exit Button

© 2023 Suprema Inc. All rights reserved.
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= How to configure — In case of NOT applying
goorl

ccess
Le"ei Go to ACCESS CONTROL and click ADD ACCESS

%Fgef'ect the specific doors and schedule among the pre-set doors and pre-set

+ Level2

+ Name Level 2

+ Destription 2)
————————————————————————————————————————————————

cces
GGGGG

CONTROL
© 2023 Suprema Inc. ANQggLES =



Configure Access Group in BioStar 2 suprema c(@nect

= How to configure - In case of NOT applying
Eloor lgveL
tep 5. Set Access
Exam 8{ BioStar 2 @ setings L port (7) Avout (§) Help
e)

] All Users

User Status
All Users m ‘ ‘
Group 1 4
1 Administrator Group 1 GROUF 1
Group 2 3
2 Use Group 1 GROUP 1
Group 3 4
3 Use Group 1 GROUP 1
4 Use Group 2 GROUF 2
5 Use GROUP 2
] Use GROUP 2
7 Use Group 3 GROUF 3
8 Uzse Group 3 GROUP 3
9 Use Group 3 GROUFP 3
Use Group 3 GROUF 3

m
Juir'}
(<]

© 2023 Suprema Inc. All rig Group 1 GROUP 1
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Thank you.



	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24
	슬라이드 25
	슬라이드 26
	슬라이드 27
	슬라이드 28
	슬라이드 29
	슬라이드 30
	슬라이드 31
	슬라이드 32
	슬라이드 33
	슬라이드 34
	슬라이드 35
	슬라이드 36
	슬라이드 37
	슬라이드 38
	슬라이드 39
	슬라이드 40
	슬라이드 41
	슬라이드 42
	슬라이드 43
	슬라이드 44
	슬라이드 45
	슬라이드 46
	슬라이드 47
	슬라이드 48
	슬라이드 49
	슬라이드 50

