How to Check If the Self-signed certificate installed well. 

1. Check if the Root CA certificate is valid. 
a. Go to the ‘cert’ folder under the installation directory and check if the ‘SupremaIntegrationWithNedapAEOS.root.crt’ file exists. 
b. Open ‘Windows powershell’ and execute the following (to check the fingerprint of the Root CA certificate).  [image: ]
c. Open ‘Manage computer certificates’ and look for ‘Suprema Root CA’. [image: ]
d. Douible-click the ‘Suprema Root CA’ and see the ‘Thumbprint’ [image: ]
e. Make sure that the fingerprint is the same as the ‘Thumbprint’.   
f. If not the same, you SHOULD have to execute ‘SupremaIntegrationWithNedapAEOS_CertificateIssuer.exe’.
2. Check if the User certificate is valid. 
a. Go to the ‘cert’ folder under the installation directory and check if the ‘SupremaIntegrationWithNedapAEOS.user.crt’ file exists. 
b. Open ‘Windows powershell’ and execute the following (to check the fingerprint of the User certificate). [image: ]
c. Go to the ‘certs’ folder under the AEOS installation directory(ex. C:\AEOS\AEserver\standalone\certs).
d. Execute the following and check the fingerprint of the User certificate. [image: ]
e. Make sure that the first fingerprint is equal to the second fingerprint and both the hash algorithms are the same(ex. SHA1 or SHA256). 
3. Check if the User certificate includes the valid IP address. 
a. Go to the ‘cert’ folder under the installation directory and double-click the ‘SupremaIntegrationWithNedapAEOS.user.crt’ file. 
b. See the ‘Subject Alternative Name’ item and the IP address SHOULD exist.  [image: ]
c. If the IP address is invalid, you SHOULD have to execute ‘SupremaIntegrationWithNedapAEOS_CertificateIssuer.exe’.
4. Check if the AEOS configuration is valid. 
a. Go to the ‘configuration’ folder under the installation directory(ex. c:\AEOS\AEserver\standalone\configuration).
b. Open the ‘aeos.properties’ file. [image: ]
c. The BIO API settings SHOULD be valid. Above all, the IP and the ‘Content-Security-Policy’ SHOULD be  set properly 

How to Run the ‘SupremaIntegrationWithNedapAEOS_CertificateIssuer’ 
1. Go to the ‘cert’ folder under the installation directory(ex. C:\Program Files (x86)\Suprema\Suprema Integration with Nedap AEOS\cert).
2. Execute  the ‘SupremaIntegrationWithNedapAEOS_CertificateIssuer.exe’ file. [image: ]
3. Click the ‘Browser Folder’ button and set the path of the AEOS(ex. C:\AEOS).
4. Input the your IP on the ‘IP’ text box.  [image: ]
5. Click the ‘Generate Certificate’ button. 
6. Click the ‘Install Certificate to PC’ button. 
7. Click the ‘Import Certificate to AEOS’ button. 
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PS C:#AEOSWAEserver#standaloneticerts>

PS C:#AEOS#AEserver#standaloneticerts>

PS C:#AEOS#AEserver#standaloneticerts>

PS C:WAEOSHAEserver#standalonetcerts> keytool —list —keystore server.jks —storetype JCEKS —storepass nedap123
Keystore type: JCEKS

Keystore provider: SunJCE

Your keystore contains 5 entries

aeosinternal, Oct 12, 2018, PrivateKeyEntry

Certificate fingerprint (SHA1): 9B:30:7C:05:ED:17:39:22:B0:24:78:23:B1:BA:57:39:75:40:30:3D
web, Oct 22, 2020, PrivateKeyEntry,

Certificate fingerprint (SHA1): 70:4E:CC:C7:6F:FC:FE:70:E4:68:B9:E5:8F:63:20:9F :FE:4E:21:78
ca, Oct 12, 2018, trustedCertEntry

Certificate fingerprint (SHA1): OF:DF:F6:C2:E3:84:16:AD:68:11:50:87:C3:A9:56:08:28:78:31:00
vault, Jul 30, 2020, SecretkeyEntry

supremaintegrat ionwi thnedapaeos, Jun 1, 2021, trustedCertEntry

Certificate fingerprint (SHAT): E7:39:DF:1B:14:AA:96:A1:18:88:14:B2:48:50:2D:08:45:00:6F:2B

Warning

The JCEKS keystore uses a proprietary format. It is recommended to migrate to PKCS12 which is an industry standard form
t using "keytool —importkeystore -srckeystore server.jks —destkeystore server.jks —deststoretype pkcsi2"

PS C #AEOSHAEServerttstandalonetcerts> o
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512 #bioap].settings.server.testl.optional .PIN=true

515 # Whether the carrler's PN-code should be sent to the bionstric wansgement systen, when AEOS resisters the carrier as a user in the bionstric nanagenent systen, or updates
Said user

516 # False by default

517 #

516 #bioapi.settings.server.test].api.service.usernane=nynane

515 #bioapi.settinas.server.test].api.service.passuord=nypassword

520 # These are used for authentication between AEOS and the bionetric management system adapter layer

521 # For this to work, it also needs to be confisured on the container runner (E..: JBoss or Toncat)

522 # Can be onitted

523 ¥

521 # Note that each set of settings needs to have it's own namespace

525 # g blospl.settings.server.bnsl.nane, blosei ssttings. server bus2.nane, bisspi. settings.server bas3.nane

527 # Exanple settings

525 #bioapi.settings.server.bus0.nan

523 #bioapi.settings.server.busD.ur

530 #bioapi.settings.server bns].nane=Test]

531 #hioapi.settinas.server.bus|.uri=https://testserver] :BA43/bns

532 #bioapi.settinas.server.bus|.api.service.usernane=nynane

533 #bioapi.settings.server.bus|.api.service.passuord=nypassword

531 #bioapi.settinas.server.bus|.optional.carrierNane=true

535 #bioapi.settinas.server.bus|.optional .cards=true

535 #bioapi.settings.server busi.optional .Pil=true

557 bioapi.settings server.bnsi.nane=Suprena

535 bioapi.settings.server.bus].uri=https://132.168.12.212:44301 /bioapi

535 bioapi.settings.server.bns|.optional.carrierNane=true

510 bioapi.settings.server.bns|.optional .cards=true

5S40 bioapi.settings.server.bns|.optjonal .FIN=true

512 bioapi.settinas,server.bus].Content-Sscurity—Po|icy=dsfault-src “self’ https://182.16B.12.212:44301 https://192, 168, 12.212:44301 WECCIient “unsafe~inline’ ‘unsafe-sval';
script-src ‘self’ https://197.168.12.2(2:44301 https://192.166.12.212: M50 WECTI tent https://192.168.12.212-A4301 /bioapi/cndi ingers/scan "unsafe-inline’ ‘unsafe-eval':

oy Cbisctosre "self" hites:/7152.105.12.212:44301 hites://152.160. 12, 2124401 /UEECT ant "Unsafa=in[Tne” "unsafe-sval s Tng—src ‘ssl( data

B Y
505 # aeos.service verification for distributing the SuspendStartline
L L YT LT LT Ty )
507 #aeos,service.verification httpHostUrl=https://<naster-aeos>:6443
515 aeos.service.verification.httpHostUr
515 aeos.service.verification. UserNane
550 aeos.service.verification, Password
551 #asos.sarvics.verl ficat on. Debug
553 # The nessage queue on the server is able to batch nessage together in order to store them efficiently to the database for improved performance

551 # ks such it is possible to confisure the maxinun batch size, and the maxinun delay that the server should wait in order to save up messages

555 # in order to store them as a batch. Batch size nust never be smaller than the nmaxinun batch size used by publishers (read AEpu) when sending their messages
555 # Exanple settings

557 #messagequeue.settings.serverbatchsize=50

558 #nessagequeue.settings.serverbatchsaveupdelay=100

st
ttps://testserver(:8444/bus,

alse

Properties file length - 20,608 lines - 562 Ln:532 Col:57 Pos:27578 Windows (CR LF)  UTF-8 INS.
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PS C:#Program Files (x86)#SuprematSuprema Integration with Nedap AEOSHcert> #openssl .exe x509
prema|ntegrat ionWithNedapAEOS. root .crt

WARNING: can't open config file: /usr/local/ss|/openss!.cnf

SHA1 Fingerprint=33:C7:15:57:8D:1F:66:D1:86:43:42:08:84:30:B7:2E:4F:89:0A:D0

PS C:#Program Files (x86)WSuprematSuprema Integration with Nedap AEOSHcert>

pem

#Su
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& certim - [Certificates - Local Computer\Trusted Root Certification Authorities\Certificates]

File Action View Help
s 2m (L XEE ED
¥ Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Tem...
; = Personal o N [5Globalsign Root CA GlobalSign Root CA 1/28/2028 Client Authenticatio.. ~ GlobalSign Root CA ..
- T.f‘"é:':“' Certification Authorities || /)5, baddy Class 2 Certification A Go Daddy Class 2 Certification Aut.. ~ 6/30/2034 Client Authenticatio.. ~Go Daddy Class 2 C..
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[ Ent Trust
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> [ Intermediate Certification Authorities
B Trusted Publishers [55lHotspot 20 Trust Root CA- 03 Hotspot 20 Trust Root CA - 03 12/8/2043 Client Authenticatio... Hotspot 20 Trust Ro..
» B Untrusted Gertificates SIINCA Internet Co, Ltd. CA INCA Internet Co, Ltd. CA 3/30/2025 <All> INCA Internet
+ [ Third-Party Root Certifcation Authoriti| —#/INUNE CrossEX RootCA2 inilINE CrossEX RootCA2 12/31/2099 <All> <None>
. 1SRG Root X1 1SRG Root X1 6/4/2035 Client Authenticatio... ~ISRG Root X1
[ Trusted People
> 2] Client Authentication Issuers Sljcabn jeahn 7/6/2121 <All> <None>
> [ Preview Build Roots 3l MarkAny MarkAny 6/22/2035 <All> <None>
> [ Test Roots 3l MarkAny Inc. MarkAny Inc. 6/24/2036 <All> <None>
> ] AAD Token Issuer 53] Microsoft Authenticode(tm) Roo... Microsoft Authenticode(tm) Root .. 1/1/2000 Secure Email, Code .. Microsoft Authentic...
> 2] eSIM Certification Authorities 55 Microsoft ECC Product Root Cert.. Microsoft ECC Product Root Certifi..  2/28/2043 <All> Microsoft ECC Prod..
> [ Homegroup Machine Certificates 5 Microsoft ECC TS Root Certificat.. - Microsoft ECC TS Root Certificate . 2/28/2043 <All> Microsoft ECC TS Ro..
> [] Remote Desktop S Microsoft Root Authority Microsoft Root Authority 12/31/2020 <All> Microsoft Root Aut..
> [Z] smart Card Trusted Roots 5l Microsoft Root Certificate Autho... Microsoft Root Certificate Authority ~ 5/10/2021 <All> Microsoft Root Certi
> [ Trusted Packaged App Installation Auth|| (] Microsoft Root Certificate Autho... Microsoft Root Certificate Authorit..  6/24/2035 <All> Microsoft Root Certi...
[ Trusted Devices 55 Microsoft Root Certificate Autho... Microsoft Root Certificate Authorit.. ~ 3/23/2036 <All> Microsoft Root Ceti..
i = Web Hosting S Microsoft Time Stamp Root Cert..  Microsoft Time Stamp Root Certifi.. ~ 10/23/2039 <All> Microsoft Time Sta..
’ a wf”:"’”‘ Live ID Token Issuier [55INO LIABILITY ACCEPTED, ()97 Ve...  NO LIABILITY ACCEPTED, (c)07 VeriS... 1/8/2004 Time Stamping VeriSign Time Stam..
> I WindowsServer!jpdateServices 5lPaxton Root Certificate Authority ~ Paxton Root Certificate Authority  9/27/2039 <All> Paxton Root CA wix..
55]QuoVadis Root Certification Aut.. - QuoVadis Root Certfication Autho..  3/18/2021 Client Authenticatio.. QuoVadis Root Certi..
53] Security Communication RootCA2 Security Communication RootCA2  5/29/2029 Client Authenticatio.. SECOM Trust Syste..
[55]5SLcom Root Certification Auth... SSLcom Root Certification Authori..  2/13/2041 Client Authenticatio.. ~ SSLcom Root Certifi..
[55]Starfield Class 2 Certification Aut.._Starfield Class 2 Certification Auth..  6/30/2034 Client Authenticatio... Starfield Class 2 Cert..
53] Symantec Enterprise Mobile Ro..  Symantec Enterprise Mobile Root ..~ 3/15/2032 Code Signing <None>
[55lthawte Primary Root CA thawte Primary Root CA 717/2036 Client Authenticatio... ~thawte
5] Thawte Timestamping CA ‘Thawte Timestamping CA 1/1/2021 Time Stamping Thawte Timestampi..
[55]USERTrust RSA Certification Auth... USERTrust RSA Certification Author..  1/19/2038 Client Authenticatio.. ~Sectigo
[55JUTN-USERFirst-Object UTN-USERFirst-Object 710/2019 Encrypting File Syst..  Sectigo (UTN Object)
53] VeriSign Class 3 Public Primary C... VeriSign Class 3 Public Primary Cert..  7/17/2036 Client Authenticatio... ~VeriSign
53] VeriSign Universal Root Certifica... VeriSign Universal Root Certificatio... 12/2/2037 Client Authenticatio.. ~VeriSign Universal R...
5]VideoOSLogServer VideoOSLogServer 7/6/2121 <All> <None>
5] WIZVERA-CA-SHAT WIZVERA-CA-SHA1 5/5/2040 <All> <None>
5] WIZVERA-CA-SHA2 WIZVERA-CA-SHA2 5/5/2040 <All> <None>

< >

Trusted Root Certification Authorities store contains 58 certificates.
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PS C:#Program Files (x86)#SupremattSuprema Integration with Nedap AEOSHcert> Hopenssl .exe x509
pem #Suprema | ntegrat ionWi thNedapAEOS . user .crt

WARNING: can't open config file: /usr/local/ss|/openss!.cnf

SHA256 Fingerprint=19:54:A7:06:65:38:B6:3D:A5: 1E:4F:50:49:17:2E:A8:C8:DC:B0:5D: A8

PS C:#iProgram Files (x86)#SuprematfSuprema Integration with Nedap AEQSHcert>

PS C:#Program Files (x86)WSuprematSuprema Integration with Nedap AEOSHcert> .

15:79:A4:CA: 7E:9D:3F 1 AA:6D: C3:6F




