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How can you find Webinar Contents?

1) Email
v Suprema Team will provide the presentation and the recorded video link to the registered emails.
v It will take about 7 days after reviewing the files with Q&A list.

suerema CQneCt Products & Solutions  Business Insight  Technical Training

Technical Training

2) Suprema Connect Website

v" We will post the recorded video to the site.

v’ https://www.supremainc.com/connect/index.asp
v Please google Suprema Connect.

How to install Airfob Patch CoreStation FAQ

3) Suprema Technical Support Site

v" You can find the information with Q&A list on the website below.

v' Please search Suprema Webinar in the support page, or simply google it.
v’ https://support.supremainc.com
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https://www.supremainc.com/connect/index.asp
https://support.supremainc.com/

. . . surrema c@Pnect
How can you ask questions during a webinar?

[Q&A] box
= e L),

Raise Hand Q&:A

v" During the webinar, you can leave
your questions in the Q&A box
anytime. Suprema Panels will answer
in real time.

How to find the necessary icans

v Please move your mouse to the
bottom of your screen, the 3 icons will
appear.
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BioStar 2.8.12

X-Station 2 Fingerprint model

© 2022 Suprema Inc. All rights reserved.
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1. BioStar 2.8.121 2. BioStar 2.8.13 | 3. BioStar 2.8.14 | 4. Major Bug Fixes | 5. Upcoming
BioStar 2s

Support a New Device
X-Station 2 Fingerprint model (XS2-ODPB, XS2-OAPB)
XS2-ODPB, XS2-OAPB

IP65
PoE (Power over
Ethernet)
Camera
4” |PS Color LCD
Multi RFID Support
EM | EM
MFIARE | MFIARE
DESFire | DESFire
Felica | Felica
HID Prox
HID iClass

NFC/BLE
suPrema -Suprema Mobile Access

Ethernet

RS-485(0SDP)
Wiegand
2TTL Inputs

1 Relay

Fingerprint Sensor
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Support a New Device
X-Station 2 Fingerprint model (XS2-ODPB, XS2-OAPB)

Suprema Connect Website
v’ https://www.supremainc.com/connect/inde

X.asp
v Please google Suprema Connect.
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BioStar 2.8.13

BioStar 2 Time Attendance Improvements

surrema c@@nect

© 2022 Suprema Inc. All rights reserved.



BioStar 2.8.13
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1. BioStar 2.8.12 2. BioStar 2.8.13 | 3. BioStar 2.8.14 | 4. Major Bug Fixes | 5. Upcoming

BioStar 2 Time Attendance Improvements and Bug Fixes

1. BioStar 2 T&A API Improvements
1) Support T&A Report API

Implementation Notes

Get attendance report in json format

» Relevant Article: [BioStar 2 TA API] How to retrieve REPORT in json format via BioStar 2 TA API

2) Update T&A APIs

suPrema Public AP1
Public API BioStar 2 T&A API
About
oy About
Time Code Auth
shift
Schedule Tem Th
L= shif
Schedul
User Schedul
User Group Rul
Device
Device Group Schedul
cliday
ve
Punch Log .
Lea
Pur

© 2022 Suprema Inc. All rights reserved.
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BioStar 2 Time Attendance Improvements and Bug Fixes

2. Change the TLS version of the T&A Server: V1.2

3. Support Private SSL Certificates with a Specific Passphrase on the T&A Server

© 2022 Suprema Inc. All rights reserved.
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BioStar

IM-120
Openl]DK
Vulnerability Improvements

© 2022 Suprema Inc. All rights reserved.

2.8.1 4

1Q
1@
1§
1@
'®
'@

(2:0) LndNI
a3sIA¥AdNS

n

'@

(S:€) LNdNI
a3SIA¥IdNS

< (e

) sTaTus
NIT
O "L
. er
ac <
£ Zr &
_ B> 2
72
S o [
. ®
4 P r

O’)g @[
@ @O - .

SUPERVISED
INPUT (6:8)

5€) ©)e

SUPIremao

- =

0SS 999

12-24VDC
ov

TRX +

[~ F
o

ON «» OFF
TERM

m e m o=m m

IM-120

@r
RELAvo") ")RELA\H er
@r

L O
AUXIN1 &r
AUXINO @ r
TAMPER @r

€ ) AUXINT

Rt g D E@)nuximo

TAMPER / AUX IN (0:1)

RS-485 (gt
RX

) La ) TAMPER

A INFORMATION ‘
THIS PRODUCT SHOULD BE INSTALLED BY
/A QUALIFIED PERSON.

DO NOT INSTALL THE PRODUCT
IN A PLACE WITH DIRECT SUNLIGHT,

MOISTURE, DUSTY, SOOT, OR HIGH TEMPERATURE.

REFER TO THE INSTALLATION GUIDE FOR WIRING.

suprema c@@nect



BioStar 2.8.14 suPrema c@@nect

1. BioStar 2.8.121 2. BioStar 2.8.13 | 3. BioStar 2.8.14 | 4. Major Bug Fixes | 5. Upcoming
BioStar 2s

Support a New Device
IM-120 (Input Module)
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ﬁ IM-120

Can control up to 12 supervised inputs.
2 AUX, 1 tamper switch, 2 relays.

ANEAN

« Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

© 2022 Suprema Inc. All rights reserved.
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Support a New Device
IM-120 (Input Module)

 Basic | Advanced

Emergency
Door
Sensor

suprema 2.

o |oclBEleo| ,
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Panic buttons

i
<]

Door release button
ON: Open the door
~ OFF: Close the door

53| 9sEElcSS555S

° suPrem

Master Device resistance switch

° [ o~ . - Dead bolt,
I I:] Door Strike
= [ Terminating

Door Sensor

[C O

rC |
Dead bolt,
Door Strike

CoreStation

« Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

© 2022 Suprema Inc. All rights reserved.


https://support.supremainc.com/en/support/solutions/articles/24000073845

BioStar 2.8.14 suPrema c@@nect

1. BioStar 2.8.12| 2. BioStar 2.8.13 | 3. BioStar 2.8.14 | 4. Major Bug Fixes | 5. Upcoming
BioStar 2s

How to configure Inputs and Linkage

* Prepare a CoreStation (V1.5.2 or above) and IM-120
« Connect via RS-485

SEARCH DEVICE
Q) ADVANCED SEARCH All Devices

i CoreStation 40 542070072

All Devices
ﬁ IM-120 547837837
El I CoreStation 40 542070072 (192 163 .13.194)

21355 Add Wiegand Device
Waiting Device Xpass D2 444444444
Search Slave Device
15E Gevice
RFeconnect

Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

© 2022 Suprema Inc. All rights reserved.


https://support.supremainc.com/en/support/solutions/articles/24000073845

BioStar 2.8.14 suPrema c@@nect

1. BioStar 2.8.12| 2. BioStar 2.8.13 | 3. BioStar 2.8.14 | 4. Major Bug Fixes | 5. Upcoming
BioStar 2s

How to configure Inputs and Linkage
Click [IM-120] to configure the Input and linkage setting.

Enter the Name of Inputs you want to connect to the physical inputs and select the option from the [Supervised
Input Register] list with the switch types.
Input

N/O: Normally Open

N/C: Normally Closed

Configuration

Index Name Supervised Input Resister Switch Duration{ms)

50

Tamper

Aux 0 Aux0

11F Door Release Button Unsupernvised

50

Input 1 Inputl Unsupenvised v

® vo
P o

Aux 1 Aux1 P vio ] 50
o _
1D
D wo

Input 2 Input2 Unsupernvized v 50

I nput 8 11F Emergency Door Status 4714 - m 50

« Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)
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BioStar 2s

How to configure Inputs and Linkage

Set the linkage for relay O or relay 1 when there are input detections.
« Fault (cut and short) is only activated when the supervised input is enabled by selecting a resistance value
in the [Supervised Input Resister].
Linkage

+ Common
RS-485 disconnected :m RS-485 disconnected m.

« Aux « A
Index Name Alarm Index Hame Alarm
o A p o) o Ao €D
Aux 1 Aux m Aux 1 Aux1 m

+ Input + Input
Index Mama Alarm Fault Index Name Alarm Fault
Input O 11F Door Releas & Button m_ ] ™ Input 0 11 Door Release Button m . ™
Input 1 Input1 m ) OFF | Input 1 Inputl m J—'\
Input 2 Input2 m h Input 2 I nputd m . Y

L]
Re Input 8 11FEmargancy Door Status m Input 3 11F Emergency Door Status m/ m
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How to configure Inputs and Linkage

IM-120 Inputs and Relays Demonstrations

Input Module

« Relevant Article: [BioStar 2] New Product Launch: IM-120 (Multiple Input Extension Module)

© 2022 Suprema Inc. All rights reserved.
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Input Module Introduction
IM-120 (Input Module)

Suprema Connect Website
v’ https://www.supremainc.com/connect/inde

X.asp
v Please google Suprema Connect.

© 2022 Suprema Inc. All rights reserved.
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Support OpenJDK

Minimum System Requirements

Small Medium Enterprise

Environment Total Devices 50 100 1,000

Windows 7(SP1 or higher), Windows 8, Windows 8.1, Windows 10, Windows Server 2008 R2(SP2 or
0s higher), Windows Server 2012, Windows Server 2012 R2, Windows Server 2016, Windows Server 2019
= Windows virtual environments on Mac Boot Camp are not supported.

MariaDE 10.1.10, MS SQL Server 2012, MS 5QL Server 2014 5P2, MS SQL Server 2016 5F1, M5 SQL

System requirement Database Sarver 2017, MS SQL Server 2019

(Server)
CPU 2 GHz Dual Care 4 GHz Quad Core 4 3Hz 16 Core
RAaM 8 GB 16 GB 32 GBE
55D 512 GB 1TE 1TE
CFU 1 GHz 1 GHz 1 GHz

stem requirement

(Sgll'e-nt) q RAM 4 GB 4GB 4 GB

Web Browser Google Chrome 75 or later

Up to V2.8.13

V2.8.14 and later

* Oracle JAVA « OpenJDK 15

© 2022 Suprema Inc. All rights reserved.
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BioStar 2s

Improved security vulnerabilities
« Applied Log4j 2 v2.16.0

« Applied OpenSSL 1.1.1k
+ Applied jQuery 3.4.1

* Prevention for SQL Injection attack

© 2022 Suprema Inc. All rights reserved.
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1. BioStar 2.8.121 2. BioStar 2.8.13 | 3. BioStar 2.8.14 | 4. Major Bug Fixes | 5. Upcoming
BioStar 2s

Regarding log4j2 vulnerability on BioStar 2

We are using Suprema BioStar version 1.93. Could you inform us if affected by our current
version?

- BioStar 1.93 and old version of BioStar 1 software are based on C++ programming. There is NO impact of the log4j2 vulnerability.

Q2 Should | delete the existing log4j2.yml in C:\Program Files\BioStar 2(x64) (64-bit)
or C:\Program Files\BioStar 2 (32 bit)?

- You can overwrite the “log4j2.yml” patch file or replace it to the patch file from the linked article.

 Relevant Article: [Security Notice] Regarding log4j2 vulnerability on BioStar 2

Q3 | have old BioStar 2 software. Should | use the patch file and follow the guideline?
- BioStar 2.5 or lower version does not use JAVA, so it does NOT fall under the related vulnerability.

Q4 "Suprema Fingerprint Scanner Driver 1" is not impacted?
« Suprema Fingerprint Scanner Driver is NOT impacted.

| need to update the log4j2 version to 2.17.0 because of the security reason of our security
tool.

« We have a patch file of BioStar 2.8.14. Please generate a ticket in the [Suprema Support] website if you need to have the patch file based on
v2.8.14.

« We will support log4j2 2.17.1 on BioStar 2.8.15 and later.

© 2022 Suprema Inc. All rights reserved.
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Other Major Improvements

« BioStar 2 server performance improvements
« BioStar 2 New Local APl Swagger updates

» Support 26-bit Wiegand card migration through [BioStar 1.x to BioStar 2.x Migration Tool].

© 2022 Suprema Inc. All rights reserved.



Major Bug Fixes

BioStar V2.8.12 - V2.8.14
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BioStar 2.8.12

1.

The logo image was not displayed in the email when issuing the visual face enrollment link after setting a company logo in the Visual Face
Mobile Enrolilment under EMAIL SETTING. (Affects version: v2.8.11)

An error message was not displayed when a user tried to upload a company logo image which exceeded a maximum capacity of 5 MB.
(Affects version: v2.8.11)

The QR Use value was not updated in the database when connecting X-Station 2 to BioStar 2 for the first time. (Affects version: v2.8.11)

BioStar 2.8.13

1.

6.

When returning to the individual summary report and edit history report list after checking details of a selected report, the item selection did
not work properly in the list. (Affects version: v2.7.10)

Punch out rounding setting was not applied to the individual summary report. (Affects version: v2.8.5)
T&A synchronization was abnormally interrupted when BioStar 2 was upgraded to v2.8.9 or later under the following conditions. (Affects
version: v2.8.9)

« BioStar 2 v2.8.5 or later / Use MS SQL Server database / Connect the Wiegand Reader 1to DM-20

When using MS SQL Server database, T&A synchronization was abnormally interrupted if a large number of user data was deleted. (Affects
version: v2.8.9)

When deleting a user or user group, T&A synchronization was abnormally interrupted because the related data was not completely deleted.
(Affects version: v2.8.9)

Wiegand devices connected to the DM-20 were not displayed on the Time & Attendance device list. (Affects version: v2.8.9)

© 2022 Suprema Inc. All rights reserved.
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BioStar 2.8.14 (1)

1.

When using the 'Specific Devices' Automatic User Synchronization option, it did not sync if the user ID contains some symbols (_) (Affects
version: v2.7.11).

When using the 'Specific Devices' Automatic User Synchronization option, the synchronization logic operated as 'All Devices' when executing
Write Smart Card (Affects version: v2.7.11).

Chrome autocomplete function was mapped incorrectly in the information input field on the Add User screen (Affects version: v2.7.8).
Some languages were displayed as question marks in Audit Trail when using MS SQL Server database (Affects version: v2.7.0).

When using the Visual Face as a user profile image, it exceeded the allowed size of the profile image and did not sync to devices (Affects
version: v2.8.6).

When setting the logo image as the home screen for FaceStation F2, the image was not applied in the correct resolution for the device
(Affects version: v2.8.6).

It was not possible to enter uppercase letters in the server address when using 'Device » Server Connection' (Affects version: v2.7.0).

Custom user field data was not reflected in the T&A report (Affects version: v2.8.3).

. Fixed an issue where key values were exposed when fetching smart card layouts using API. (Affects version: v2.0)

© 2022 Suprema Inc. All rights reserved.
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BioStar 2.8.14 (2)

10. The server crashed intermittently.
« Cserver crash occurred when database inquiry failed while creating user group cache (Affects version: v2.0).
* Lock handling was missing in serviceTask JsonResult (Affects version: v2.0).

1. When running ‘Manage Users in Device' by selecting a device that supports only cards, the status of the user with the enrolled fingerprint was
displayed as ‘Different’ (Affects version: v2.0).

12. When generating more than 10 events by selecting ‘Input (Event Name Change)’ in the Trigger & Action settings of CoreStation, it did not
work properly. (Affects version: v2.8.8)

13. When using server matching with FaceStation 2's authentication mode set to Card+Face, the face authentication mode did not work after
card authentication (Affects version: v2.8.6).
* This modification will be applied to devices with firmware version 1.5.1 or later installed.

14. During ‘All Devices’ Automatic User Synchronization, the access group and door synchronization results were not updated intermittently
(Affects version: v2.0).

15. Devices were disconnected when the amount of data was large during Automatic User Synchronization (Affects version: v2.0).
16. When adding a user using API, it was possible to create a user ID with a value not supported by BioStar 2 (Affects version: v2.8.1).

17. When importing users with CSV import, ‘Upload successful' message was displayed even if there was information that was not updated
(Affects version: v2.3.0).

© 2022 Suprema Inc. All rights reserved.



Major Bug Fixes surrema c@@nect

1. BioStar 2.8.12| 2. BioStar 2.8.13 | 3. BioStar 2.8.14 | 4. Major Bug Fixes | 5. Upcoming BioStar 2s

BioStar 2.8.14 (3)
18. When a device that does not support the intelligent slave sent OSDP ID as an invalid value, BioStar 2 initialized the value to 0, updating RS-485
settings and disconnecting the existing RS-485 connection (Affects version: v2.8.10).

19. Even though the server matching is supported, the function was not displayed on the settings of BioStation 2 (Affects version: v2.2.2).

20.When a user has abnormal profile image, the user sync process was not finished properly (Affects version: v2.8.0).

© 2022 Suprema Inc. All rights reserved.
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1. BioStar 2.8.121 2. BioStar 2.8.13 | 3. BioStar 2.8.14 | 4. Major Bug Fixes | 5. Upcoming
BioStar 2s

BioStar 2.8.15
1. Support Log4j 2.17.1

2. Improve the BioStar 2 operation when using the 'Specific Devices' Automatic User Synchronization option

Expected Release Schedule: End of February
* This version is an urgent release. Bugs which you were informed to be fixed in V2.8.15 before January 15, 2022, will be fixed in V2.8.16 or later.

BioStar 2.8.16

1. Improve issues which were fixed in V2.8.15
* Iltems informed before January 15, 2022

2. Support X-Station 2 as Slave of CoreStation
3. Improve deleting unassigned cards

Expected Release Schedule: April

BioStar 2.8.17

1. Improve BioStar 2 Time Attendance issues which were fixed in V2.8.16
* Iltems informed before January 15, 2022

Expected Release Schedule: TBD

© 2022 Suprema Inc. All rights reserved.
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TA API Swagger

In addition to BioStar 2 New Local API,
BioStar 2.8.13 was released with TA API for TA tasks.

surrema c@@nect
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TA APl Swagger

What is BioStar 2 TA?

BioStar 2 TA Beginner (Crash Course)
provided at Suprema Technical Support Portal

suPrema c@nect

1. TAAPI Swagger | 2. TA APl Main Features | 3. Report.json | 4. DEMO | 5. Q&A

Go g|e biostar 2 ta beginner

=== [BioStar 2] Webinar: BioStar 2 TA Beginner Crash
BioStar 2

BioSta

Crash Course

CHSO0IAl 27(: i Youlube

- O e
SuPfemas

SURPIM2Mo Technical Support

Solutions Forums Tickets

How can we help you today?

|

£ [BioStar 2] BioStar 2 TA Beginner (Crash Course) ™
Created by: Kate Yu
Modified on: Tue, Jun 23, 2020 at 10:42 AM

BioStar 2 TA is a time and attendance module that serves as an add on to the BioStar 2 platform.
The BioStar 2 TA module provides comprehensive time and attendance functionalities to BioStar
2. Combined with user-convenient features such as multiple shift types and overtime rule, BioStar
2 TA simplifies complicated time and attendance management by offering flexibility for diverse

applications.

In this webinar, you can learn how to configure BioStar 2 TA. It's for a beginner level.

Please find out the the below descriptions, the recorded video file, the Q&A list, and the relevant

article links below.

© 2022 Suprema Inc. All rights reserved.
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BioStar 2 TA APl development background

- Partners had to update TA information in their BioStar 2 in order to create reports that will be used for their integrations.
- By providing API's to update their TA reports, Suprema provides convenient interface for the integration users.

- BioStar 2 TA API had been added with BioStar 2.8.13.

A . N 1. How to log in
- Users can use TA APl without any installation.

> There are 2 ways of logging n.

1. [POST] flogin
BioStar 2 TEA API
Ath
[BioStar 2 TA API] How to use and start BioStar 2 TA API - —
= —p
L=] =™
Created by: Peter Kweon
Modified on: Wed, Dec 1, 2021 at 5:03 PM
. # HE o=
A new API for Time Attendance has been added with BioStar 2.8.13. 1. Click the ‘Mod | ==l
Just like BioStar 2 New Local APl there's no need to install anything for the TA APL You can just install or
upgrade to BioStar 2.8.13 to use TA API. 2. Auto-fill paramaters
"I S =
How to access TA APl Swagger ey . Ly
) o 3. Fill in your "user_id
The way to access the Swagger of the new APl is a bit different than of the New Local API. Please refer to the and “password”
instructions below.
- [BioStar 2 address] + ;" + (your TNA https port) + ‘/docs/#
eg.) BioStar 2 address> https,//192.168.13.36 4, Click “Try it outl’
TNA https port> 3002 N
Mew BioStar 2 API Swagger> hitps://192.168.15.36:3002/docs/#
- 'localhost’ + ' + (your TNA https port) + ‘/docs/#' ==

© 2022 Suprema Inc. All rights reserved.



TA APl Swagger

TA APl Swagger:
https://localhost:3002/docs/# Il

suPrema

Public API

Public API BioStar 2 T&A API

About

Auth

Time Code
shift
Schedule Template
Rule
Schedule
User

User Group
Device
Device Group
Holiday
Leave

Punch Log
Register
Setting
Reference
Report

https://(BioStar 2 IP):(TA Port)/docs/#

https://(Your BioStar IP) :3002/docs/# Il

Nj setting.conf - Motepad

File Edit

{

Format  View Help

"BioStar": {
"api_port": "9818",
"webserver_thrift_port": "9318",
"webserver_fastcgi port": "9068",
"https™: {

"use_ssl": "1",

"port": "443",

"ssl_addr": "192.168.13.36",
"server,ssl.key-store-type":
"server.
"server,
"server
"server

"IKST,
ssl.key-store”: "C:\\Program Files\\BioStar 2(x64)‘\\nginx\\conf\\keystore.jks",

ssl.key-store-password”:

.ssl.key-store-password.use_enc": "1",

.ssl.key-alias”: "biostar”

T

"http": {

"port": "8@",
"root_path”: "html"
T
"cloud": {
"use_cloud": "@",
"server_address": "api.biostar2.com",
"http_port™: "52808",
"version™: "w2"

T,

"tna": {
"use_tna": "
"http_port":
"https port
"ngrok_port”: "

1,

service : {
"use_remote_db": "false",
"launcher”: “"BioStar 2 Launcher(x64)",
"maria_db": "BioStar 2 MariaDB(x64)",
"web": "BioStar 2 Web Server(x64)",
"ta_web": "BioStar 2 TA Web Server(xfd4)",
"video": "BioStar 2 Video Web Server(x64)"

T

"video": {
"use_video”: "true”,
"http_port”: "3818",
"https_port™: "3@12",
"nerak nort™: "S20A2"

© 2022 Suprema Inc. All rights reserved.
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https://127.0.0.1:3002/docs/#
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TA API Main
Features

- Login

- Time Code

- Shift

- Schedule Template
- Rule

- Schedule

- Holiday

- Leave

- Punch Log

- Report

surrema c@@nect
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TA API Main Features

Login m flogin
1. /login m /login/sso

2. [login/sso -> Login Using Single Sign On

suPrema c@nect

1. TAAPI Swagger | 2. TAAPI Main Features | 3. Report.json | 4. DEMO | 5. Q&A

1 > /login

Parameters

Parameter Value Description

user ( User
"password™ "PASSWORD@",
"user_id": "admin"

}

Parameter content type: | application/json v

FParameter Type Data Type
body Model
LoginUser {

mobile_app_version (string, optional): Mcbile App Version,
mobile_device_type (string, optional): Mobile Device Type (
ANDROID' = Android Device, 105" = Apple Device ) =
[ANDROID' or 1081,

mobile_os_version (string, optional): Mabile OS Version,
notification_token (string, optional): Notification Token (
Google GCM Registration ID or Apple Push Notification
Device Token ),

password (string): User Password,

user_id (string): User ID / Login D / Emai

3

@)/Iogin/sso Parameters

Parameter Value ‘Bs-session-id’ from
<so : L AC API login
"biostar_session_id"™ St

"e315ae04e69b4750806a62f888e539fa",

Description

Single Sign On data

"user_id": "1"
]- \

o

You must enter
USER ID.
Not a login ID

Parameter content t}rpe:| application/json V|

© 2022 Suprema Inc. All rights reserved.




TA API Main Features

Time Code
GET /pay_codes

Time Code

E /pay_codes
m /pay_codes

suPrema c@nect

1. TAAPI Swagger | 2. TAAPI Main Features | 3. Report.json | 4. DEMO | 5. Q&A

m /pay_codes/delete

E /pay_codes/{id} X

m e Shift Schedule Report

E /pay_codes/{id}

Iﬂ /pay_codes

Response Class (Status 200)
Model Schema

{
"message”: "string”,
"records": [

r
L8

"accumulate_toward_overtime”: true,
"color”: "string”,
"count_as_attendance”: true,
"description”: "string”,

"id": “"string”,

"name”: “"string”,

Response Content Type

Parameters

Parameter Value
name

offset 1]
limit g

Request URL

https://flocalhost: 3882 /tna/fpay_codes?

Response Body

w

] Time Code

o
Time Code ‘
Shift Time Code 1
Schedule Template Time Code 2
Rule Time Code 3

Time Code 4

"message”: "Processed Successfully”
"message_key": "SUCCESSFUL",
"language": "en",
"status_code™: "SUCCESSFUL™,
"total": 4, 4
"records”: [
{
"id": 5,
"name"”: "Time Code 1%,
"description”: "Time Code 17,

"time_rate”: 1,

"color": "#fee",
"count_as_attendance”: false,
"accumulate_toward_owvertime”: false,
"track_on_leave_management”: true,

"type": "WORKED"

© 2022 Suprema Inc. All rights reserved.
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Time Code

POST /pay_codes Time Code 3
Time Code 3
Ll /pay_codes
* Type Attendance management Overtime management Leave management

Parameters
Parameter Value Worked Mot Worked
pay_code {

*accumulate_toward_overtime™: false,
"colar™: "#f00°",
“count_as_attendance” true,
"description”: "string”,
"name”: "Time Code 217,
“time_rate™ 1,
“track_on_leave_management”: true,
"type”: "not_worked”

Time Code 4

* Type

+ Time Rate [ ]
* Color - v

Attendance management Overtime management Leave management

Configurable

© 2022 Suprema Inc. All rights reserved.



TA API Main Features

TA API Main Features

They are configurable!!

© 2022 Suprema Inc. All rights reserved.
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BioStar 2 T&A API

Shift




Report.json

Daily

Edit History
Leave
Exception
Individual

surrema c@@nect
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Report Types Possible Report Types via API

1. Daily Report 1. REPORT_DAILY

2. Edit History Report 2. REPORT_DAILY_SUMMARY

3. Leave Report 3. REPORT_INDIVIDUAL

4. Exception Report + Report_filter_type: INDIVIDUAL_FILTER_SUMMARY
5. Individual Report + Report_filter_type: INDIVIDUAL_FILTER_DETAIL

4, REPORT_INDIVIDUAL_SUMMARY
5. REPORT_LEAVE

* Filter: {time_code_id}
REPORT_EXCEPTION
REPORT_EDIT_HISTORY
REPORT_WORKWEEK

® N

Search Conditions

— Filter Conditions

* Name Daily Report
+ Report Type Daily A4 Column Setting
* User Group permanent Q + User 20130909(TEST 3) + Q

Save Filter
— Report Period
Daily (2022-02-01 ~ 2022-02-01)
Update Report CSV Export PDF Export
Dally Report 111 50 rows

2022/02/01 TEST 1 20201201 Permanent Standard Work h. 2 08:00:00 17:00:00 Early Out 7:15:00 1:00:00 8:15:00
2022/02/01 TEST 2 20201019 Permanent Standard Work h. - - - Absence 0:00:00 0:00:00 0:00:00
2022/02/01 TEST 3 20130909 Permanent Standard Work h... - - - Absence 0:00:00 0:00:00 0:00:00

© 2022 Suprema Inc. All rights reserved.



Report.json

Report Types

—
.

Daily Report

Edit History Report
Leave Report
Exception Report
Individual Report

AN

Ll

© 2022 Suprema Inc. All rights reserved.
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Report
[report.json

Implementation Notes
Get attendance report in json format

Response Class (Status 200
Model Schema

"json_file_path": “"string”,
"message”: "string",
"status_code": “"string"

Response Content Type | application/json »

Parameters
Parameter Value
body (requirad)

Parameter content type: | applicationjson v

Model

ReportGetinJSOMN {
columng (chject),
end_datetime (date): The end datetime of the report range. And end
datetime in YY¥YY-MM-DD format { ex. 2015-06-10 ),
group_id (long, optional),
limnit {lomg): Numiber of results
offset (integer): Resuls data offser
rebuild_time_card (boolzan),
report_type (=tring): the type of report to be generated individual, daily or
others,
start_datetime (dzte): The start datetime of the report range. And start
datetime in YYYY-MM-DD format { ex. 2015-06-10),
usar_jd_list (long




noneg

"end_datetime™: "2822-82-83",
"user_id_list": [

1.

“group_id_list": [

1.

“report_type": "REPORT_DAILY",
"report_filter type": .

"language”: “en",
"rebuild time card”: true,
"columns®: [

i
"name”: "r .
"field":

i

Search Conditions

Filter Conditions

* Name

* Report Type

on

A AP ofof=) A AP a ea fa Re DO O A .
o https:f/localhost:3002 /tnafreport.json
Authorization Headers (10) Body Pre-request Scrip Tests Settings
Body Cookies Headers
form-data w-www-form-urlencoded @ raw binary GraphQL —
Pretty Raw Preview Visualize JSON =
"limit": 5@, 1
"offzet": @, "message”: "P 5 ssfully"”,
“type": "CUSTOM", "message_key": "SUCCESSFUL",
"start_datetime®: "20821-81-83", —IiElizE £ oan

"status_code": "SUCCESSFUL",
"records®: [
i

“datetime”:
"userName":
"userId": "1",
"userGroupName":
"shift": JORNADA
"overtimeRuleshift":

“leave™: "-",

“inTime": *-",
"outTime": "-",
"isInTimeMextDay": false,

"iz0utTimeNextDay™: £

"exception”: "Absence",

i
"name": "Absence”,
"code": "2"

t

1

“normalRegular"”:

"normalOvertime”:
"punchBreak”:
“overBreak™:
"mealTime":

“totalWorkTime":

Daily Column Setting




Report.json

Report Types

Daily Report

Edit History Report
Leave Report
Exception Report
Individual Report

© 2022 Suprema Inc. All rights reserved.

https:f/localhost:3002 ftnafreport.json

Authorization aders (10) Pre-request

form-data x=-www-form-urlencoded @ raw

“limit": 5@,
"offset": @,

“type": "callCreateReport”,

"repoxrt_type":  "REPORT_EDIT_HISTORY",

"start_datetime": "2022-81-83",
“end_datetime”: "2822-82-12",
"user_id_list": [

1.
"sort_columns”:
"filtexr": [1,
"columns®: [

i

"name” :
"field":
i
i

Search Conditions

Filter Conditions

* Name

* Report Type

suPrema c@nect
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Body Cookies
Settings

Pretty Raw Preview

GraphQL

"message” :

"message key":

"language™: “en

"status_code”: "SUCCESSFUL",

"recoxrds™: [

i

"modified_datetime": "81/82/28
"original datetime":
"updated_datetime":
"modifiedPunchType":
"modifiedUserID®: "1
"modifiedUsexName” :
"modifiedByUserId”:
"modifiedByUserName”:
"originalPunchType":
"deviceId™: "-",
"deviceName™: “-

"modified_datetime": "@81/82/
"original_datetime":
"updated_datetime":
"modifiedPunchType":
"modifiedUserID®: "1
"modifiedUsexName™ :
"modifiedByUsexrId”:
"modifiedByUserName”:
"originalPunchType":

"deviceld": "-",

Column Setting "deviceNams": "-
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Report Types https://localhost:3002/tna/report.json

1. Daily Report arams  Authorization eaders (10)  Body Pre-req

2. Edit History Report '

3. Leave Report form-data x-www-form-urlencoded @ raw binary GraphQL
4, Exception Report

Ll

Individual Report
“limit": 5@,
"offset": 8,
“type": - "c
“"start dateti

'end_datetime":

"report_type":

Pay Code ID
is required

1.

"sort columns":

"filter™: [
14
1.
“columns": [

L

Search Conditions

Filter Conditions

* Name Daily Report

© 2022 Suprema Inc. All rights reserved. * Report Type Leave w Column Setting
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https:/flocalhost:3002/tna/report.json Body Cookies

Report Types —

Daily Report ‘arams Authorization aders (10) Pre-request Script St Sa Pretty

Edit History Report
Leave Report none form-data w-www-form-urlencoded @ raw binary GraphQL

Exception Report "message”: "Processed Successfully

Individual Report e "message_key": "SUCCESSFUL",
"limit":
“offset”:
“type":

“language”: “"en”,
"status_code": "SUCCESSFUL",

"report_type": recoxds”: [

"start_datetime": g 11 -83 i
"end_datetime®: "2822-83-0 “datetime”: "2821,/689/8

"user_id_list": [ "“userName”: "Andra M
' "userId": "28281281
r

"userGroupName”: "Pe
127 "shift": "Standard Wo
20201201 “overtimeRuleShift":
1. "inTime": "15:58:21
"sort_columns”: “outTime":

L= L “isInTimeNextDay™:
"columns": [

il

“is0utTimeNextDay" :
5 “"exception®: "Late
name . ) - OaTE - . n
"Field": i “exceptionForvView" :

i, i
Ly “name " :
“code" :

Search Conditions

Filter Conditions

+ Name Da “datetime"”:

i ' “uszerName":
© 2022 Suprema Inc. All rights reserved. * Report Type xcepti Column Setting

“usexrId":
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R e p ort Typ es https:fflocalhost:3002 /tnafreport.json

Body Cookies
Authorization aders (10) Body re-request Script -4 {5 -
Pretty

Daily Report
Edit History Report

Leave Report Rone form-data x-www-form-urlencoded @ raw binary GraphQL
Exception Report
Individual Report "message”:
"limit": 5@, "message_key":
"offset": @, "language™: "en
“type": "callCreateReport"”, "status_code”: "SUCCESSFUL",
"start_datetime": "2022-01-83 ‘records”: [
“end_datetime™: "2022-01-83°, i
"report_type": "REPORT_INDIVIDUAL®,
“report_filter_type": “"INDIVIDUAL_FILTER_SUMMARY™,

“hidden_usexr_ id": "28281261",
"userName”: "Andra MITILOAGA (28281281 :
. i . "$Ftreelevel”: B,
userf?c_llst ! “normalRegular”:

L “normalOvertime”:

=0 "totalWorkTime":

“punchBreak”:

3y
12

26281281

“overBreak”:

"mealTime" :

1. "regularByTimeRate": "@:06:0
"language”: "en", "overtimeByTimeRate”: "@:88:88
“rebuild time card”:

“columns®:- [

i "datetime":
“name”:  "report. riam "userName" : d
"field": zerha "userld": "20281261
“"userGroupName®: "Pe
Search Conditions "shift®: "Standard Wo
“overtimeRuleShift":

, - “"leave™:
Filter Conditions . .
"inTime" :
* Name

© 2022 Suprema Inc. All rights reserved. * Report Type Individual v || All Punches w Column Setting
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Things to know

+ /tna/report.json APl does not export any
documents(CSV, PDF...etc.)

+ [tna/report.json API only returns the appropriate .
report information in JISON format to the response datetine
body.

+ /tna/report.json API can return different type of
reports according to the input(request body).

+ /tna/report.json API for LEAVE REPORT requires
PAY_CODE_ID in its “filter” parameter. e ———
"report_type": "REPORT JE

REPORT_DAILY "repoxrt_filter_type":"INDIVIDUA
REPORT_DAILY_SUMMARY "user_id_list": [
REPORT_INDIVIDUAL 1'
REPORT_INDIVIDUAL_SUMMARY
REPORT_LEAVE
REPORT_EXCEPTION

REPORT_EDIT_HISTORY
REPORT_WORKWEEK

“"sort columns™:-[7,
"filter™: [

© 2022 Suprema Inc. All rights reserved.



BioStar 2 <> Postman
DEMO

Let's compare BioStar 2 T&A Report and API Report

suPrema c@@nect
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Things to know

° Daily Report — ° "report_type":

History

© 2022 Suprema Inc. All rights reserved.

Individual Report * "report_type":
Leave Repot * "report_type'":
Exception Report = ——lp+ "report_type":
Modified Punch Log =————  + "report_type":

"REPORT_DAILY"

"REPORT_INDIVIDUAL"

"REPORT_LEAVE"

"REPORT_EXCEPTION"

"REPORT_EDIT_HISTORY"
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Q&A
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How can you ask questions during a webinar?

[Q&A] box
= e L),

Raise Hand Q&:A

v" During the webinar, you can leave
your questions in the Q&A box
anytime. Suprema Panels will answer
in real time.

How to find the necessary icans

v Please move your mouse to the
bottom of your screen, the 3 icons will
appear.
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Thank you.



